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The document describes a payment on the merchant side.



1. Interaction scheme of the process without 3D Secure or with a card

uninvolved into 3D Secure

The scheme is represented on the diagram below:
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Description:

1.

The cardholder forms an order on the merchant site (online store) and chooses to pay for the order by bank card.

2. When the order is confirmed by the client, the merchant system registers the order in the payment gate. The following parameters are
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used for order registering: amount to be charged and currency of the expected payment, internal order number and merchant URL for
client redirecting after payment.

. The payment gate responds with a unique identifier of the registered order and URL of the payment form that the client should be

redirected to.

. Online store redirects the client's browser to its payment page for entering of card details.
. The cardholder enters his bank card details on the online store payment page and sends the data.
. The merchant sends a payment request to the payment gate. The following data are necessary for payment: order number in the

payment gate (received at the 3rd step), language, card details - PAN, CVC, expiry year and month, cardholder name.

. After the payment details were received (PAN etc.) the system verifyes if the bank and the card are involved into 3d secure.
. If the bank or the card is not involved into 3d secure, the amount is deposited from the client's account.

. The payment gate returns the payment status.

. The merchant system sends the page with payment results to the client's browser.

2. Interaction scheme of the process with 3D Secure

The scheme is represented on the diagrams below:

2.1. Internal MPI
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Description:

-

. The cardholder forms an order on the merchant site (online store) and chooses to pay for the order by bank card.

2. When the order is confirmed by the client, the merchant system registers the order in the payment gate. The following parameters are
used for order registering: amount to be charged and currency of the expected payment, internal order number and merchant URL for
client redirecting after payment.

3. The payment gate responds with a unique identifier of the registered order and URL of the payment form that the client should be
redirected to.

4. Online store redirects the client's browser to its payment page for entering of card details.

5. The cardholder enters his bank card details on the online store payment page and sends the data.

6. The merchant sends a payment request to the payment gate. The following data are necessary for payment: order number in the
payment gate (received at the 3rd step), language, card details - PAN, CVC, expiry year and month, cardholder name.

7. After the payment details were received (PAN etc.) the system verifyes if the card is involved into 3d secure, including use of Directory
Server.

8. Verification result is transferred to the merchant (card involvement + URL of the issuing bank ACS server, where authentication of the
client should be executed).

9. Merchant system redirects the client's browser to the issuing bank ACS.

10. The cardholder (client) authenticates on the issuing bank ACS.

11. After the cardholder authentication the issuing bank ACS redirects the client to the payment gate transferring PARes. The payment gate
authorizes the order if the client authentication on the ACS is successful, or the order preauthorization may be declined if the client
authentication on the ACS faild.

12. The client is redirected to the merchant page with payment results.

13. The merchant sends the order status request to the payment gate.

14. The payment gate returns the payment status.

15. The merchant system sends the page with payment results to the client's browser.

2.2. External MPI
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Description:
1. The cardholder forms an order on the merchant site (online store) and chooses to pay for the order by bank card.
2. Online store redirects the client's browser to its payment page for entering of card details.
3. The cardholder enters his bank card details on the online store payment page and sends the data.
4. After the payment details were received (PAN etc.) the merchant verifyes if the card is involved into 3d secure, including use of Directory
Server.
5. Merchant system redirects the client's browser to the issuing bank ACS.
6. The cardholder (client) authenticates on the issuing bank ACS.
7. After the cardholder authentication the issuing bank ACS redirects the client to the merchant transferring PARes.
8. The merchant sends order registration request to the payment gate.
9. The payment gate returns a unique order number in the payment gate system.
10. The merchant sends a payment request to the payment gate. The following data are necessary for payment: order number in the
payment gate (received at the 9th step), language, card details (PAN, CVC, expiry year and month, cardholder name) cavv, xid, eci.
11. The payment gate sends payment results to the merchant.
12. The merchant sends the order status request to the payment gate.
13. The payment gate returns the payment status.
14. The merchant system sends the page with payment results to the client's browser.

2.3. Integration with use of Finish3DS method
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Description:

1.

The cardholder forms an order on the merchant site (online store) and chooses to pay for the order by bank card.

2. When the order is confirmed by the client, the merchant system registers the order in the payment gate. The following parameters are
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used for order registering: amount to be charged and currency of the expected payment, internal order number and merchant URL for
client redirecting after payment.

. The payment gate responds with a unique identifier of the registered order and URL of the payment form that the client should be

redirected to.

. Online store redirects the client's browser to its payment page for entering of card details.
. The cardholder enters his bank card details on the online store payment page and sends the data.
. The merchant sends a payment request to the payment gate. The following data are necessary for payment: order number in the

payment gate (received at the 9th step), language, card details - PAN, CVC, expiry year and month, cardholder name.

. After the payment details were received (PAN etc.) the system verifyes if the card is involved into 3d secure, including use of Directory

Server.

. Verification result is transferred to the merchant (card involvement + URL of the issuing bank ACS server, where authentication of the

client should be executed).

. Merchant system redirects the client's browser to the issuing bank ACS.

. The cardholder (client) authenticates on the issuing bank ACS.

. After the authentication the issuing bank ACS redirects the client to the merchant.
. The PARes received from ACS is transfered to the merchant.

. The merchant sends the PARes to the payment gate using Finish3DS method.

. The payment gate returns the payment result.

. The merchant sends the order status request to the payment gate.

. The payment gate returns the payment status.

. The merchant system sends the page with payment results to the client's browser.



3. Scheme of implementation on the merchant's side

For scheme without 3D Secure, there are the following automatic interactions between the merchant system and the payment gate:

® 2,3
® 638

For scheme with 3D Secure, there are the following automatic interactions between the merchant system and the payment gate:

® 2,3
® 6,9
® 14,16

These interactions are synchronous, i.e. requesting side must wait for a response or timeout to continue. Interactions are also unilateral: the
merchant system sends requests to the payment gate, not the other way. To implement these interactions developers can use API provided by
the payment gate consisting of the requests:

1. Register the order;
2. Pay/preauthorize the order
3. Authorize the order

4. WebService interface

Description (WSDL) of the service can be found on the test server that is available without restrictions. For the exact address see "Address data
for connections" section.

For successful authorization purposes each request should include login and password of the merchant that were produced during registration of
the merchant. Values of the login and password are sent in the format described in the WS-Security specification, authorization type User nameTo
ken. Header for such authorization looks something like this:

.....................................................................................................................................................................................

<wsse: Security
xm ns: wsse="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecu
rity-secext-1.0.xsd"
xm ns: wsu="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- ¥20wsse
curity-utility-1.0.xsd">
<wsse: User nanmeToken wsu: | d="User naneToken- 87" >
<wsse: User nane>aa</ wsse: User nane>
<wsse: Password
Type="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- user nanme-t ok
en-profile-1. 0#PasswordText">123456</ wsse: Passwor d>
</wsse: User nanmeToken>
</wsse: Security>

4.1. One-phase payment requests

4.1.1. Order registration request

Use r egi st er O der method for order registration in the payment gate. The method is described in WSDL of the service.

Request parameters:

Name Type Mandatory =~ Description
merchantOrderNumber AN..32  yes Number (identifier) of the order in the merchant system. It is unique within the system

description AN..512 no Free-formed description of the order.



amount

currency

language

pageView

sessionTimeoutSecs

bindingld

expirationDate

returnUrl
failUrl

params

clientld

merchantLogin

N..20 yes
N3 no
A2 no
ANS..20 no
N...9 no
AN..255 no
ANS no
AN..512 vyes
AN..512 no
no
AN..255 no
AN..255 no

Order amount in minimal currency units (e.g. cents).

Code of the payment currency (according to ISO 4217). If it is not specified in the request, the default value is
used - 810, russian rubles.

Code of the language (according to ISO 639-1) that the payment page should be displayed in. If it is not
specified, the system uses the default language from the merchant settings.

This parameter indicates what type of payment interface pages should be uploaded for the payer. Possible
values:

® DESKTOP - to upload pages designed for displaying on PC monitors (pages with names paynent _<l o
cal e>. htm anderrors_<l ocal e>. html from archive of payment interface pages);

® MOBI LE - to upload pages designed for displaying on mobile devices (pages with names nobi | e_pay
nent _<l ocal e>. ht Ml and nobi | e_errors_<l ocal e>. htnl from archive of payment interface
pages);

® |f the merchant has pages with names formed by adding of some prefix to the template part of the page
name, then you can specify necessary prefix in the pageVi ew parameter in order to redirect client to
the corresponding page. For example, if pageVi ew=i phone then pages with names i phone_paynen
t _<l ocal e>. htnl andi phone_error_<I| ocal e>. ht Ml will be used.

Where:

| ocal e —the page language in 2-alpha code according to ISO 639-1, e.g. r u for Russian and en for
English.

Default value is pageVi ew=DESKTOP.
Duration of order life in seconds.

If the parameter is not specified, then the value from merchant settings is used, otherwise - the default value
(1200 seconds - 20 minutes).

If the request contains expi r at i onDat e parameter, the parameter sessi onTi meout Secs is ignored.

Identificator of the binding, that was created earlier. May be used only if the merchant has permission to work
with bindings. If this parameter is sent in the request, that means:

1. This order may be payed only by binding;
2. The payer will be redirected to a payment page, where entering of CVC only is required.
Date and time of termination of order life. Format: yyyy- MM dd' T' HH: nm ss.

If this parameter is not specified, the sessi onTi neout Secs parameter is used to determine date and time
of termination of order life.

Web address that the client should be redirected after successful payment. Absolute link must be specified.
Web address that the client should be redirected if the payment failed. Absolute link must be specified.
An additional tag with the attributes for passing additional parameters of the merchant.

Fields of additional informaiton to be stored. To send N parameters, the request must contain N par ans tags
, where the nane attribute contains parameter name and val ue attribute contains parameter value:

Name  Type Mandatory ~ Description
name AN..20 yes Name of the additional parameter
value AN..1024 yes Value of the additional parameter

These fields may be passed to the bank processing for their representation in registers.*
This functionality can be switched on during the integration period at the agreement with bank.

If notification of the client is switched on for the merchant, this tag should contain parameter with name emai
I which value is client's email.

Number of the client (identifier) in the merchant system. It is used to realise binding functionality. The request
may contain this parameter only if the merchant is allowed to use bindings.

To register the order from the name of the child merchant, specify its login in this parameter.

* By default the following fields are passed to the bank processing:

® order Nunmber — order number in the merchant system;
® descri pti on — order description (not more than 99 simbols, the following simbols are forbidden to use - %, +, \r, \n).

If additional parameter with name ner chant Or der | d is sent with the order, then its value will be passed to the bank processing as
order number (instead of value of or der Nunber field).



Response parameters:

Name Type Mandatory ~ Description

orderld ANS36 no Order number in the payment gate. It is unique within the gate. Absent if order registration failed (error is described by
the er r or Code parameter).

formUrl AN..512 no URL of the payment form that the client's browser should be redirected to. Absent if order registration failed (error is
described by the er r or Code parameter).

errorCode N3 no Code of the error that occurred during registration of the order.

errorMessage AN..512 no Description of the error in the language specified in the | anguage parameter of the request.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error

1 Incorrect order number

1 Order with this number is already registered in the system
3 Unknown currency

4 Empty emount

4 Order number is empty

5 Invalid value of one of the parameters

5 Access denied

5 The user must change his password

7 System error

Request example:



<soapenv: Envel ope xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<soapenv: Header/ >
<soapenv: Body>
<mer:regi sterOrder>
<order nerchant Or der Nunber =" 78ds901234567890" descri pti on=" "
anount ="15000" currency=" " |anguage=" " pageVi ew=" DESKTOP"
sessi onTi meout Secs=" " bi ndi ngld=" " expirationDate="2014-09-08T14: 14: 14" >
<returnUrl >https:// tws.egopay.ru/ ab/finish.htm </returnUrl >
<parans nane="paraml" val ue="val uePar anl"/ >
<par anms nanme="paranmR" val ue="val uePar an"/ >
<clientld>666</clientld>
<mer chant Logi n> </ ner chant Logi n>
</ order >
</ mer:regi sterOrder>
</ soapenv: Body>
</ soapenv: Envel ope>

Response example:

<soap: Envel ope xm ns: soap="http://schemas. xnm soap. or g/ soap/ envel ope/ " >
<soap: Body>
<nsl:regi st er O der Response
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/" >
<return orderl d="05fchc62-7ee6- 4f 1a- b3d5- 6ca41a982283"
error Code="0" errorMessage="Success" >

<formll >
https:// tws.egopay.ru/ ab/ paynent _ru. ht M 2nmdOr der =05f cbc62- 7ee6- 4f 1a- b3d5-

6cad41a982283 </form| >
</return>
</ nsl:regi sterOrder Response>
</ soap: Body>
</ soap: Envel ope>

4.1.2. Order payment request

For payment use paynment Or der request.
The payment gate allows merchatn to use both internal and external MPI.

Validation of card data is performed in accordance with the table:

Name Description Validation

pan Full card number Luna validation (checking if the card number is real), the number of digits in the card number - from
1310 20

cve CVC code 3 digits

year, month Year, month of card The date in present or future. It the card expiry is a current month, the payment is possible untis the

expiry end of the month



cardholderName Cardholder name Is not verified

4.1.2.1. Internal MPI.

Request parameters:

Name Type Mandatory = Description

orderld ANS36 yes Order number in the payment gate. Unique within the gate.

pan N..20  yes Card number

cve N..3 yes CcvC

year N..4 yes Expiry year

month N..2 yes Expiry month

cardholderName A..512 yes Cardholder name

language A.2 yes Response language

ip AN..19 no IP address of the payer

email ANS..*  no Email address of the payer. If the merchant intends to send notifications about operations with the order to the

payer, this parameter should be specified.

params no An additional tag with the attributes for passing additional parameters of the merchant.*

* Fields of additional informaiton to be stored. These filds may be transferred to a bank processing in order to display them in registers.**

This functionality may be enabled under the agreement with the bank during the integration. To send N parameters, the request must contain N p
ar ans tags, where the nane attribute contains the name and val ue attribute contains the value:

Name Type Mandatory ~ Description
name  AN..20 yes Name of the additional parameter
value  AN..1024 vyes Value of the additional parameter

** Fields or der Nurber and its descri pti on are sent to the bank processing by default (not more than 99 simbols, the following simbols are
forbidden to use - %, +, \r, \n)

Response parameters:

Name Type Mandatory ~ Description

errorCode N..1 yes Code of the error that occurred in the process of the refund.

errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.
info AN..512 no The result of the payment attempt. Possible values are represented below:

Your order is proceeded, redirecting...

Operation declined. Please check the data and available balance of the card. Redirecting...
Sorry, payment cannot be complete. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Can't connect with your bank. Please, contact with your bank. Redirecting...

Processing timeout. Please, try again later. Redirecting...

redirect AN..512 no Address for redirect

acsUrl AN..512 no Is not used in payments, that does not require additional authentication on Issuing bank ACS.



paReq AN..512 no Is not used in payments, that does not require additional authentication on Issuing bank ACS.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 There are no payment attempts any more of the session is expired
5 Data validation error

7 System error

Request example:
<soapenv: Envel ope xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<soapenv: Header >
<soapenv: Body>
<mer : paynment Or der >
<order orderld="09808814-eb60- 4cea- 86bb- ed849dbe7ae9" year="2015"
nont h="12" pan="4111111111111111" cvc="123" cardhol der Name="A Mori arty"
| anguage="ru" ip="?">
<l-Zero or nore repetitions:->
<paranms nane="nane" val ue="val ue"/ >
</ order >
</ mer: paynent Or der >
</ soapenv: Body>
</ soapenv: Envel ope>

Response example in case of payment, that does not require additional authentication on Issuing bank ACS:



<soap: Envel ope xm ns: soap="http://schemas. xnm soap. or g/ soap/ envel ope/ " >
<soap: Body>
<nsl: paynment Or der Response
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return info="Your order is proceeded, redirecting..."
redi rect =" www. ya. r u? MDORDER=6d295b5b- 84c3- 44cd- adea- cOeacal22465&anp; ANSVEE
R=9BCYBFxm +ver si on%8D%R221. 0%22+encodi ng¥3DY22UTF- 8922%3FY8EYOAYBCPSApi Res
ul t +pri mar yRCY8D¥220%22+secondar yRCY8D¥R220%22%2 F¥8E&anp; STATE=paynent _depo
si t ed&anp; ACTI ON_CODE=0&anp; AUTH _CODE=2" err or Code="0"/>
</ nsl: paynent Or der Response>
</ soap: Body>
</ soap: Envel ope>

Response example in case of 3DS-payment, that requires additional authentication on Issuing bank ACS:

<soap: Envel ope xm ns: soap="http://schemas. xn soap. or g/ soap/ envel ope/ " >
<soap: Body>
<nsl: payment Or der Response
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return errorCode="0" info="Your order is proceeded,
redirecting..." redirect="https:// tws.egopay.ru: 443/ ab/rest/fini sh3ds. do"
acsUrl ="https:// tws.egopay.rul/ acs/auth/start. do"
paReq="eJxVUk1lzgj AQ SsMB5KEr 1pnj UOLnXqgYxUvvVHYAVQ+DFDUX99EUeshM t 2N2/ 3vQs
mh2Kn/ aJo8qqc6MyguoZl XCVs5nJ70df j +NNKnHMIM Por j DUuBHAJsm hFLUBnet GkBt MoLLwW 7
j KMTFWSGSaQK5RXRIXFZcshi vev809uW az HCADhALF3Of M Gz Hf RABuWAoowJ 5i E27yqoayB
CXHVI K47ct SOgWCd2PGsbesx| X3f Q21 VpTs04qoAokpA7j ssChUlkuqQzzw f 5yZqdPf OuDc
HsM CBWINI JENUBSAQ Nykz GaWOxuj YpniNgAznnl Sr UDt x 1XUgl oguCWg3xHkr / Uy COFNLqQg4w
rA zuvynyQ p3i yHBJIr 4ZodWDALNBy gO5K3r 7UB7Hr XRvnXxvhduf x GKUdH34ki Ub15nmZ3k+3W
Srnz01gXi 79YW67DFQAI KI hw6OS4cFl 9PAR/ gAOW 9V' [ >
</ nsl: paynent O der Response>
</ soap: Body>
</ soap: Envel ope>

If 3-D Sucure technology is required to perform payment, then after the response to the payment request has been received the merchant
must redirect the client to ACS:

For redirection to ACS the merchant, for its part, must redirect a client to the adress specified in the acsUr | parameter with the body of the
request:

MD=ndor der &PaReqg=par eq&Ter nlr | =r edi r ect ,
Where:

® ndor der - unique order number in the payment gate system,
® par eq - a parameter from the response to the payment request,
® redirect -aparameter from the response to the payment request (address of the redirect to ACS).

The request must be in POST format.

Depending on integration scheme the client after authentication on ACS will be redirected to merchant or to the payment gate. Processes of
payment completion for each of these cases are represented below.



4.1.2.1.1. Return to payment gate from ACS. Classical scheme

Issuing bank ACS executes authentication of the cardholder and redirects him to the payment gate sending PARes. If the client was authorized on
ACS successfully the payment gate authorizes the order. Otherwise the order preauthorization is declined.

4.1.2.1.2. Return to merchant from ACS. The scheme with use of additional method Finish 3DS

In this scheme issuing bank ACS executes authentication of the cardholder and redirects him to the merchant. PARes from ACS is sent to the
merchant. Then the merchant transfers it to the payment gate by the f i ni sh3DS method.

Description of f i ni sh3DS is represented below:

Request parameters:

Name Type Mandatory  Description
md AN..30 vyes Order number received after order registration

paRes yes Payer Authentication Response

Response parameters:

Name Type Mandatory  Description

returnUrl AN..512 no URL of the payment form, where the client's browser to be redirected.

errorCode N3 no Code of the error that occurred in the process of the refund.

errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.

If error Code=0 and i nf o="Your order is proceeded, redirecting" —the paymentwas executed successfully. For other cases see e

rrorMessage.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error.

5 Access denied

5 The user must change his password
7 The order was not found

7 System error

Request example:



<soapenv: Envel ope xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">

<soapenv: Header/ >

<soapenv: Body>

<mer: fini shThreeDs>
<request | anguage="ru" nd="8b5b7ee5-ebb5a-4cf4-8lec-7153f 7ca2864"
paRes="eJzFV2nrzokoS/ Ssd/ T4at 1kEkReOEcWWCCLgHS5) BWRW XXD2r 37f t 6ei Z6 ZULFEGF
YnKj MypQZp4pi nPyaJLydRNO1IWEwaZogSz4V8df Pi / k8IKg5+kahYf BGYPj yLcRD+i 298GW\Ez
RABVEA/ r 5gNsJLnZZAuy ZBOF28EK U4 GMWNRYAK 6v SECFMXxJ Ul GkKOGF XJui Pg2wL+gXnEG+v05
r X6 MBOLUr Jogur KKvCIxaoCi Df Ht | quSq8CuKQv4DBvI hsekeo2Zi MBbxCvJgePOEVCeFucknl
7XnN3i AXxnkMYQJgzZZ4ShGoj RKf 8KwPwn8T2zJIl E+cOT/ cgar uJt 8k SVILnkE+YsyUr W yi 6
r BTFnkPc3JhnP9Sn¥ZZkzE3scMBi O8c3BaoR8ebHonB8x PKOP6KaYvql 2E9caZpg7Zr Vj sG+TZi o
gDvVWAAI p3HxNBY 2ESR/ LWE35+J7nMKkOTFCI WhoKb/ pxUos/ pat Hn1CPW Al MBQk GehVOxdpG
dpsWiyaexKk/ N1895257/ RIBhGL4MBy/ 1NUPwW Q COsgOl W6K71 / PL6skVk5p/ R+Zcc GoPhVRU
Bb30J26Ai Zt Xsef 3nP7] RvHenj CEEvg3i ZXbxFG1N4eCDr HyMkn8nmunH5j 9zi o/ B3t t gr cnD7D
HAj 85W FWki aPj kg+bS3I 6+c/ f 1 Mzf JEI Tf vi RPMRko8evvt zg7JLVUN Pj Gt nl VW r bnbnt Q7
| +7At OSQf n63e41k0Hew / G7VXI DM 7Tf Tlej ePNAdVXf kI MVgH7 mYGy9QkoRea8wMB 1 M+L 1El
SyOQUdhpU05Wj gZPbaG uyl Hf 5G cEpc YW M skkxU96VWNYC | 6CaFt 1TgSuhcc55kyRpTw nO
1gl SSgKYVaLghTPhObuRL2gXdYQua6F5f 46nk A+Hr DRx| xi Uf t +3Sv7NVaLy68f i vSNpZbcXqz
8SW80AavEZdc2yKdunXaB6C cLXDcSC7ZGBQM ApKt i cRPue7! pZGUKASpx 9kVw nPOmwLLnT
kABj NwdqGynuyz YCaBOHW Bgc92vGuanj DE/ M6 X870k 3gES5DNwWL XwuDbt quOQo2LxsocPJ7Dn
nsFul OyhkCZ+f MgN5OOgHgM.7doRi PWHKE4P3d2weVWVENWVEC2FZgc8i 5LhwiFHhgvv7XDonoeV
eJXx580R54H2whs HYKz 8ol Fwf JpC0aoRFKJIr n21D+f nk Q2 XA2/ uVK3eK3kf 6eDJGUz UUAAVSQW
1xAINoul i uPJmhl HoQ@W QSOL9sHLN3FI | / TZ3/ ceOLql Hi 6XAz8/ 9dvFMOvUdqgel F530f W20
FLIJkXBF6t Af eXFuoWh6ksvFYLhdej dLEVAz0z97DpSacHG/DbkPBzeM GWHEZHKI uOVHIPh6GR
X1wov+9Lw SopS733sLRRSbm3VRedr ¢ SZIAFQDpkgf LkJpt TLSzUYNmdl O H+TynTYy VOgKru
| HTE7zcxZj cqVAG / zEynCdoZSAf ze33t pH3zBV02wWGznzWhhI GLd3eBRMCApl nLoeyi Yu3nW
| OV2AcEr kEx8hvx XKLbSEgR+et r wwsEPgn21U0X2s/ Ny Pwz MuYTBFCCZuU6T/ VS3z VSWBKst +3v
nkpW0I Aj wr Kul YI 8Ea33nQynKUuDna7DBQx| FFt | 4Msl xabt Uj i Vwdl cZJi i 598t pUa9l 3250
XLbzr GhENAGRj Yf YzyUMROFyeO4Kul 0l P35x+F9TNOt 8Q@3hr EFbj swN93Virdv SGVHTBNTdv U
aCGug9Anp+4r ubo7UnSBj | 4wi f dnZf 5Sqqf 7Q6r FD6I OXS4hSi | PLf 3/ | Kr O7+4691 epf sO&xeF
/ kur mveubVKWAVDO9N6SY/ swXTHynbt MBz7GFObkxeXs5HDE xKxLHI CgCez2zyl UbHOOYN5080
/ GCCLW 3t f 2gl 1 28JZY1 ndcf kuW J/ x0OsbvgDVoWZh5506VFVP6Vh1gcsxXr ct qEl NuXpOYui
LGTKb20Sr HDvt epkt 3LVz&22yr Sh5wuaunBl Bt 7vswRBzoy lel E4A8NNOhb2a+P/ YD29VkM/g8M
AFDE1LX5MY+Ccd8Znosa9ulgYBzHy PKbl Pnl JMkJRZs/ YxoPDs88i XbUAgc9pSxzl 6ni XSr nba
JuBhUYx/ 89uzJsUUVgSi cBeW?2j ptjj N5ct w280r pz9590uY]j LgsKr AMTbj Lyqg/ 6¢6sUCr vVZt
@LdGZut 70s! f Uyu3DD4ZAP/ Poc4K7VI EHXaFK7JLxyU i ol +PsZayQe7Wes f 91PrreJFcrmoW/
i dQ QOXExkG6@Rx4i aCChVonB3J5kt D8uuAi | xyv3GNAONr wSr my RmInbf DWRdpnZsd8UUA4Db
oPzvsFdD8HPOWZBVaO0p3/ xi Z/ 6eTFnyl VOX+y7T7f Z61zj aUgi eygl 1dehY48wt 5w 75| e7198
j mzdksWr HeEBEJNEb/ ApWOF/ Ys47Ngi 8 YHzbaR8+RPdYCOqYDf / NO3F76/ MDVt AphvNHBOFTy |
t yYRRUMdanmouLnmDGNt zFkb8/ hanqHK7pTdl C21 3GncU7WVEI V2eeyelDo2yl 4JCxj XZc7005L01
aUo+EROxbMWiI bdyMcJHLcgNG 7r sk2MeVpQAUNVUKgOr Z6ZZDO7 CaPSMu3i 5z TT+s8a0aaGl pQ
FhRMY / ++n4y O2Pk0VgkcHkI AD/ 8nSBd7RPp60ovAt ea407Q0q4j qKej J1b5FVPNppD3Fi FnKXa
Xzi i YB3nmej n2na5q0pQ phEVwNcnhRaol 8nZ2t q1D0VpuM 83h3PzgzX8hbvacl NCxbZnLPMVB
Dr Rh2CnD2k6coGAKQ+zPdbJTI | j Br sVGy XaS5bgx6woxZzf a2Wndj XGsL81lcnt/ PgeRN6/ EX9
8PT6vNc9L8uUCe9PHy/ AQJE/ bD"/ >
</mer:finishThreeDs>
</ soapenv: Body>
</ soapenv: Envel ope>



Response example:

! <soap: Envel ope xm ns:soap="http://schemas. xn soap. or g/ soap/ envel ope/ "> i
<soap: Body>
<ns1:fini shThr eeDsResponse
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return errorMessage="" error Code="0"
returnUrl ="http://ya.ru?orderl| d=8b5b7ee5- eb5a- 4cf 4- 8lec- 7153f 7ca2864"/ >
f </ ns1: fini shThr eeDsResponse> f
</ soap: Body>
. </soap: Envel ope>

4 .1.2.2. External MPI.

Request parameters:

Name Type Mandatory =~ Description

orderld ANS36 vyes Order number received after order registration

pan N..20  yes Card number

cve N..3 yes CcvC

year N..4 yes Expiry year

month N..2 yes Expiry month

cardholderName A..512 yes Cardholder name

language A.2 yes Response language

ip AN..19 no IP adress of the payer

email ANS..* no Email adress of the payer. If the merchant intends to send notifications about operations with the order to the payer,

this parameter should be specified.
params no An additional tag with the attributes for passing additional parameters of the merchant.”

In case of external MPI using, IPS expects that gach payment request contains " eci " parameter. If this parameter
value differs from the values used for SSL-authorizations, it is also necessary to send " xi d" and "cavv" parameter
s.

* Fields of additional informaiton to be stored. These filds may be transferred to a bank processing in order to display them in registers. **

** This functionality may be enabled under the agreement with the bank during the integration. To send N parameters, the request must contain N
par ans tags, where the nane attribute contains the name and val ue attribute contains the value.

If the external MPI is used and if there is an appropriate IPS permission to use it, then the purpose of the additional parameters list also includes
sroring and sending to SmartVista of cavv, xi d, eci parameters.

Name Type Mandatory = Description
name  AN..20 yes Additional parameter name
value  AN..1024 vyes Additional parameter value

Response parameters:



Name Type Mandatory ~ Description

errorCode N..1 yes Code of the error that occurred during registration of the order.

errorMessage AN..512 no Description of the error in the language specified in the Language parameter of the request.
info AN..512 no The result of the payment attempt. Possible values are represented below:

Your order is proceeded, redirecting...

Operation declined. Please check the data and available balance of the card. Redirecting...
Sorry, payment cannot be complete. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Can't connect with your bank. Please, contact with your bank. Redirecting...

Processing timeout. Please, try again later. Redirecting...

If errorCode = 0 and info = "Your order is proceeded, redirecting" - the payment was executed successfully. For other cases see errorMessage.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 There are no payment attempts any more of the session is expired
5 Data validation error

7 System error

Example request:

f <soapenv: Envel ope xm ns: soapenv="htt p://schenas. xm soap. or g/ soap/ envel ope/

i xmns:mer="https://ecom.alfabank.ru/api/soap/merchant-ws/">
; <soapenv: Header > ;
i <soapenv: Body>

i <mer : payment Or der >

| <order orderld="f0c87e00-7b26- 4573- 942f - 3d40596a6d43"

i year="2015" nonth="12" pan="4111111111111111" cvc="123" f
: car dhol der Nanme="A Moriarty" |anguage="ru" ip="2">

E <!-Zero or nore repetitions:-> E
i <par ans nane="xi d" val ue=" MDAWVDAWVDEz MzkyM g5ODEXNTc="/ > i
| <par ans name="eci" val ue="05"/> |
: <parans nanme="cavv" val ue=" AAABCPEChRVbl omAKFAAAAAAAAA=" | >

; </ order>
E </ mer : payment Or der >
i </ soapenv: Body>
| </ soapenv: Envel ope>

Response example:



! <soap: Envel ope xni ns:soap="http://schemas. xm soap. or g/ soap/ envel ope/ "> i
<soap: Body>
<ns1: payment Or der Response
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return errorCode="0" info="Your order is proceeded,
. redirecting..."/>
f </ nsl: paynent Or der Response> f
</ soap: Body>
. </ soap: Envel ope>

4.1.3. Order status request

To inquire state of a registered order, use the get Or der St at us request.

The order status must be determined by the value of or der St at us parameter.
aut hCode field is deprecated.

Request parameters:

Name Type Mandatory =~ Description
orderld ANS36 yes Order identifier in the payment gate. Unique within the gate.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings. Error
messages, if any, will be returned in this language.

Response parameters:

Name Type Mandatory  Description

orderStatus N2 no This paramater shows order status in the payment gate. Possible values are listed in the table below.
Parameter is absent if no order with the specified ID was found.

errorCode N3 no Code of the error that occurred in the course of processing the request.

errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.

orderNumber AN..32 yes Order number (identifier) in the merchant's system

pan N..19 no Masked number of the card that was used for payment. Specified only for paid orders.

expiration N6 no Card expiration date in the YYYYMM format. Specified only for paid orders.

cardholderName A..64 no Cardholder name. Specified only for paid orders.

amount N..20 yes Order amount in minimal currency units (e.g. cents)

currency N3 no Code of the payment's currency (according to ISO 4217).

approvalCode ANG6 no IPS authorization code. The field has fixed length of six characters, it can contain both numbers and letters.
authCode N3 no This parameter is deprecated. Its value is always "2", regardless of the order status and processing system

authorization code.



ip AN.20 no IP address of the computer that the order initiated on.

date ANS yes Date of order registration

orderDesctiption AN..512 vyes Order description that was sent during registration

actionCodeDesctiption AN..512 yes Description of action code the language specified in the Language field of the request.

clientld AN..255 no Number of the client (identifier) in the merchant's system. Transferred, when order is registred. Present only if

creation of ligaments is allowed for merchant.

bindingld AN..255 no Identificator of the ligament created while paying an order or used to pay for. Present only if creation of
ligaments is allowed for merchant.

The or der St at us field may have the following statuses:

State number  Description

0 The order is registered, but not paid yet.

1 Pre-authorisation amount was held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded

5 Authorization through the issuer's ACS initiated

6 Authorization declined

Possible codes for errors (the er r or Code field):

Value Description

0 No system error.

1 Order with this number is already registered in the system.
2 Payment is declined

5 The user must change his password

5 Access denied

5 [orderld] is empty

6 Unknown order id

7 System error

Request example:



<soapenv: Envel ope xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<soapenv: Header/ >
<soapenv: Body>
<mer: get Or der St at us>
<order orderl d="b1221b79-5703- 42¢c9- a4bl- ed0d0Of 36493e"
| anguage="en"/ >
</ mer: get Order St at us>
</ soapenv: Body>
</ soapenv: Envel ope>

Response example:

<soap: Envel ope xm ns: soap="http://schemas. xnm soap. or g/ soap/ envel ope/ ">
<soap: Body>
<nsl: get Or der St at usResponse
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return order Status="2" errorCode="0"
or der Nunber =" 456789012345678" pan="411111**1111" expirati on="201512"
car dhol der Name="1van" anount ="15000" currency="810" approval Code="123456"
aut hCode="2" ip="212.5.125.194" date="2013-09-03T16: 48: 52. 459+04: 00"
orderDescription=" " actionCodeDescription="Request processed successfully"
clientld="666" bindingld="df 0b1801-a754-4576-b174-c2485d98bc9b"/ >
</ nsl: get Or der St at usResponse>
</ soap: Body>
</ soap: Envel ope>

4.1.4. Extended order status request

To inquire about state of a registered order, use the get Or der St at usExt ended request.

Request parameters:

Name Type Mandatory ~ Description

orderld ANS36 yes* Order identifier in the payment gate. Unique within the gate.

merchantOrderNumber AN..32 yes* Order number (identifier) in the merchant'system

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's

settings. Error messages, if any, will be returned in this language.

* It is necessary to specify whether or der | d or mer chant Or der Nunber in the request. If the request contains both parameters, order 1 d is a
priority.

There are 3 sets of response parameters. These sets depend on getOrderStatusExtended version, specified in merchant settings.

Response parameters for versions 01, 02,03:
The following parameters are returned regardless ger Or der St at usExt ended version.



Name Type Mandatory =~ Description
orderNumber AN..32 yes Order number (identifier) in the merchant's system

orderStatus N2 no State of the order in the payment gate. The value is selected from the list below. Absent if no order with the
specified ID was found.

actionCode N3 yes Processing system authorization code.

actionCodeDescription AN..512  yes Action code description on the language passed in the parameter Language"

errorCode N3 no Code of the error that occurred in the course of processing the request.

errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.

amount N..20 yes Order amount in minimal currency units (e.g. cents)

currency N3 no Code of the payment's currency (according to ISO 4217).If not specified, assumed to be 810 (Russian
rubles).

date ANS yes Date of order registration.

orderDescription AN..512  no Free-formed description of the order.

ip AN..20 yes IP address of the computer that the order initiated on.

Element mer chant Or der Par ans is present in the reponse if the order contains merchant additional parameters. Each additional parameter is described in
separate element mer chant Or der Par ans by the following fields:

name AN..20 no Name of additional parameter

value AN..1024 no Value of additional parameter

Element car dAut hl nf o — the structure includes element secur eAut hl nf 0 and the following attributes:

maskedPan N..19 no Masked number of the card that was used for payment. Specified only for paid orders.

expiration N6 no Card expiration date in the YYYYMM format. Specified only for paid orders.

cardholderName A..64 no Cardholder name. Specified only for paid orders.

approvalCode ANG6 no IPS authorization code.Specified only for paid orders. The field has fixed length of six characters, it can

contain both numbers and letters.

Element secur eAut hl nf o (includes element eci and element t hr eeDSI nf o with parameters cavv and xi d):

eci N..4 no Electronic Commerce Indicator. Set just after the payment order in the case of a permit
cawv ANS..200 no Cardholder Authentication Verification Value. Set just after the payment order in the case of a permit.
xid ANS..80 no Electronic Commerce Transaction Identifier.Set just after the payment order in the case of a permit.

Element bi ndi ngl nf o consits of the following fields:

clientld AN..255  no Client number (ID) in the shop system, transferred during the order registration. Presents only if a shop is
allowed to create bindings.

bindingld AN..255  no Binding identifier created during order payment or used for payment. Presents only if a shop is allowed to
create bindings.

Response parameters for versions 02, 03:
If get Or der St at usExt ended version is 02 or higher, the following parameters are also returned along with parameters described above.

Name Type Mandatory ~ Description
authDateTime ANS no Authorisation date and time
authRefNum  AN..24 no Reference number

terminalld AN..10 no Terminal Id



Response parameters for version 03:
If get Or der St at usExt ended version is 03, the following parameters are also returned along with parameters described above.

Name Type Mandatory ~ Description

Element paynment Amount | nf o consists of the following parameters:

approvedAmount  N..20 no Amount hold on the client's card (only for two-phase payments)
depositedAmount  N..20 no Amount confirmed for deposit

refundedAmount N..20 no Refund amount

paymentState N2 no Payment state

Element bankl nf o consist of:

bankName AN..200 no Name of issuing bank

bankCountryCode AN..4 no Code of issuing bank country

bankCountryName AN..160 no Country of issuing bank in language specified in language parameter or in user language if language parameter
is empty

The or der St at us field may have the following values:

State number Description

0 The order is registered, but not paid yet.

1 Pre-authorisation amount was held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded

5 Authorization through the issuer's ACS initiated.

6 Authorization declined

Possible codes for errors (the er r or Code field):

Value Description

0 No system error

1 Expected [orderld] or [orderNumber]
5 Access denied

5 The user must change his password
6 Order not found

7 System error

Request example:



<soapenv: Envel ope xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<soapenv: Header/ >
<soapenv: Body>
<mer: get Or der St at usExt ended>
<order orderl d="942e8534-ac73- 4e3c-96¢c6-f 6cc448018f 7"
| anguage="en" >
<!-Optional:->
<mer chant Or der Nurrber > </ ner chant Or der Nunber >
</ order>
</ mer: get Or der St at usExt ended>
</ soapenv: Body>
</ soapenv: Envel ope>

Response example:

<soap: Envel ope xm ns: soap="http://schemas. xnm soap. or g/ soap/ envel ope/ " >
<soap: Body>
<ns1: get Or der St at uskExt endedResponse
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return order Nunber ="0s7a84sPe49Hdsddd0134567a0"

order Status="2" actionCode="0" acti onCodeDescri pti on="Request processed
successful |l y" amount="33000" currency="810"
dat e="2013-11-13T16: 51: 02. 785+04: 00" order Descri pti on=" " error Code="0"
error Message="Success">

<attributes nane="ndO der"
val ue="942e8534- ac73- 4e3c- 96¢c6- f 6cc448018f 7"/ >

<car dAut hl nf o maskedPan="411111**1111" expirati on="201512"
car dhol der Nanme="1van" approval Code="123456"/ >

<aut hDat eTi me>2013- 11- 13T16: 51: 02. 898+04: 00</ aut hDat eTi ne>

<term nal | d>111113</termi nal | d>

<aut hRef Nun»111111111111</ aut hRef Nunm>

<paynent Anount | nf o paynent St at e=" DEPCOSI TED"
appr ovedAnount =" 33000" deposi t edAnmount =" 33000" ref undedAmount =" 0"/ >

<bankl nf o bankName="TEST CARD' bankCountryCode="RU"
bankCount r yNanme="Russi an Federation"/>

</return>
</ nsl: get O der St at usExt endedResponse>
</ soap: Body>
</ soap: Envel ope>

4.1.5. Order reversal request
To reverse an order use the r ever seOr der request. This functionflity is available for a limited period, that is specified by the Bank.

The reversal operation may be performed only once. If the reversal request caused an error, the next try will not be successful.

The reversal operation is available for merchants only under agreement with the Bank. To perform the reversal request a user must have an
appropriate permission.



Request parameters:

Name Type Mandatory =~ Description
orderld ANS36 yes Order number in the payment gate. Unique within the gate.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings. Error
message will be stated in this language.

Response parameters:

Name Type Mandatory ~ Description
errorCode N3 no Code of the error that occurred during reversal.
errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.

Possible codes for errors (the errorCode field):

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 [orderld] is empty

6 No such order

7 Reversal is impossible for current transaction state
7 System error

Request example:

<soapenv: Envel ope xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<soapenv: Header/ >
<soapenv: Body>
<mer:reverseOder>
<order | anguage="en"
order | d="f 88a2bbf - 2021- 4ccc- 8783- 8a13068a89f 9" >
<l -Zero or nore repetitions:-->
<parans nanme=" " val ue=" "/>
</ order >
</ mer:reverseOder>
</ soapenv: Body>
</ soapenv: Envel ope>

Response example:



! <soap: Envel ope xni ns:soap="http://schemas. xm soap. or g/ soap/ envel ope/ "> i
<soap: Body>
<nsl:reverseQOr der Response
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return errorCode="7" errorMessage="Reversal is inpossible for
. current transaction state"/>
f </ nsl:reverseO der Response> f
</ soap: Body>
. </ soap: Envel ope>

4.1.6. Refund request

Use r ef undOr der request to refund deposited money.

This request returns money paid for the order back to the client. Request causes an error if the client is not charged. The payment gate allows
multiple refunds, but their total amount cannot exceed the amount that was diposited from the client's account as a result of the order.

A user must have a corresponding permission in the system to perform this operation.

Request parameters:

Name Type Mandatory = Description
orderld ANS36 vyes Order number in the payment gate. It is unique within the gate.
refundAmount N..5 yes Refund amount in the order currency. May be less or equal to the current charged amount (which is lowered by

previous refunds).

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.
Error messages will be stated in this language.

Response parameters:

Name Type Mandatory ~ Description
errorCode N3 no Code of the error that occurred in the process of the refund.
errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.

Possible codes for errors (the errorCode field):

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 [orderld] is empty

5 Amount is invalad

6 No such order

7 Refund is impossible for current transaction state

7 Refund amount exceeds deposited amount



7 System error

Request example:

<soapenv: Envel ope xm ns: soapenv="htt p://schenas. xm soap. or g/ soap/ envel ope/
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<soapenv: Header/ >
<soapenv: Body>
<mer : r ef undOr der >
<order | anguage="
order | d="4302d369- a5e8- 4432- a5e5- 42acf ab52c86" r ef undAnmount ="20000" >
<l--Zero or nore repetitions:-->
<paranms nanme=" " val ue=" "/>
</ order >
</ mer:refundOder>
</ soapenv: Body>
</ soapenv: Envel ope>

! <soap: Envel ope xnl ns:soap="http://schemas. xn soap. or g/ soap/ envel ope/ ">

| <soap: Body>

; <ns1: ref undOr der Response

xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
5 <return errorCode="7" errorMessage="Refund anmount exceeds

. deposited amount"/>

f </ nsl:refundO der Response> f
; </ soap: Body> :
. </ soap: Envel ope>

4.2. Two-phase payment requests

4.2.1. Order preauthorization request

Order preauthorization request is called r egi st er Or der Pr eAut h. It is used for registering an order with preauthorization.

Request parameters:

Name Type Mandatory =~ Description

merchantOrderNumber AN..32  yes Number (identifier) of the order in the merchant system. It is unique within the system

description AN..512 no Free-formed description of the order.

amount N..20 yes Order amount in minimal currency units (e.g. cents).

currency N3 no Code of the payment currency (according to ISO 4217). If it is not specified in the request, the default value is

used - 810, russian rubles.



language

pageView

sessionTimeoutSecs

bindingld

expirationDate

returnUrl
failUrl

params

clientld

merchantLogin

A2 no

ANS..20 no

N...9 no

AN..255 no

ANS no

AN.512 yes
AN.512 no

no

AN..255 no

AN..255 no

Code of the language (according to ISO 639-1) that the payment page should be displayed in. If it is not
specified, the system uses the default language from the merchant settings.

This parameter indicates what type of payment interface pages should be uploaded for the payer. Possible
values:

® DESKTOP — to upload pages designed for displaying on PC monitors (pages with names paynent _<l o
cal e>. htm anderrors_<l ocal e>. ht i from archive of payment interface pages);

® MOBI LE - to upload pages designed for displaying on mobile devices (pages with names nobi | e_pay
nent _<l ocal e>. ht ml and nobi | e_errors_<l ocal e>. ht i from archive of payment interface

pages);

® |f the merchant has pages with names formed by adding of some prefix to the template part of the page
name, then you can specify necessary prefix in the pageVi ew parameter in order to redirect client to
the corresponding page. For example, if pageVi ew=i phone then pages with names i phone_paynen
t _<local e>. htnl andi phone_error_<I ocal e>. ht M will be used.

Where:

| ocal e — the page language in 2-alpha code according to ISO 639-1, e.g. r u for Russian and en for
English.

Default value is pageVi ew=DESKTOP.
Duration of order life in seconds.

If the parameter is not specified, then the value from merchant settings is used, otherwise - the default value
(1200 seconds - 20 minutes).

If the request contains expi r at i onDat e parameter, the parameter the sessi onTi neout Secs is ignored.

Identificator of the binding, that was created earlier. May be used only if the merchant has permission to work
with bindings. If this parameter is sent in the request, that means:

1. This order may be payed only by binding;
2. The payer will be redirected to a payment page, where entering of CVC only is required.
Date and time of termination of order life. Format: yyyy- MM dd' T' HH: nm ss.

If this parameter is not specified, the sessi onTi meout Secs parameter is used to determine date and time
of termination of order life.

Web address that the client should be redirected after successful payment. Absolute link must be specified.
Web address that the client should be redirected if the payment failed. Absolute link must be specified.
An additional tag with the attributes for passing additional parameters of the merchant.

Fields of additional informaiton to be stored. To send N parameters, the request must contain N par ans tags
, where the nane attribute contains parameter name and val ue attribute contains parameter value:

Name  Type Mandatory ~ Description
name AN..20 yes Name of the additional parameter
value AN..1024 vyes Value of the additional parameter

These fields may be passed to the bank processing for their representation in registers.*

This functionality can be switched on during the integration period at the agreement with bank.

If notification of the client is switched on for the merchant, this tag should contain parameter with name emai
I which value is client's email.

Number of the client (identifier) in the merchant system. It is used to realise binding functionality. The request
may contain this parameter only if the merchant is allowed to use bindings.

To register the order from the name of the child merchant, specify its login in this parameter.

* By default the following fields are passed to the bank processing:

® order Nunber — order number in the merchant system;
® descri ption — order description (not more than 99 simbols, the following simbols are forbidden to use - %, +, \r, \n).

If additional parameter with name ner chant Or der | d is sent with the order, then its value will be passed to the bank processing as
order number (instead of value of or der Nunber field).



Response parameters:

Name Type Mandatory ~ Description

orderld ANS36 no Order number in the payment gate. It is unique within the gate. Absent if order registration failed (error is described by
the er r or Code parameter).

formUrl AN..512 no URL of the payment form that the client's browser should be redirected to. Absent if order registration failed (error is
described by the er r or Code parameter).

errorCode N3 no Code of the error that occurred during registration of the order.

errorMessage AN..512 no Description of the error in the language specified in the | anguage parameter of the request.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error

1 Order number is invalid

1 Order with this number is already registered in the system
3 Unknown currency

4 Empty emount

4 Empty return URL

4 Order number is empty

5 Invalid value of one of the parameters
5 Access denied

5 The user must change his password

5 Pre-authorization payment is restricted
7 System error

Request example:



.....................................................................................................................................................................................

<soapenv: Envel ope xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<soapenv: Header/ >
<soapenv: Body>
<mer:regi st er O der PreAut h>
<order nerchant O der Nunber =" asuaakdf adsf asdf asdd5" descri pti on="
" amount ="10000" currency=" " |anguage="ru" pageVi en="MOBI LE"
sessi onTi meout Secs=" " bi ndi ngld=" " expirationDate="2014-09-08T14: 14: 14" >
<returnUrl >https:// tws.egopay.ru/ ab/finish.htm </returnUrl >
<par ans nane="paraml" val ue="paranval uel"/ >
<par anms nanme="paranmR" val ue="paranval ue2"/ >
<clientld>7777</clientld>
</ order >
</ mer:regi sterOderPreAut h>
</ soapenv: Body>
</ soapenv: Envel ope>

.....................................................................................................................................................................................

<soap: Envel ope xm ns: soap="http://schemas. xn soap. or g/ soap/ envel ope/ ">
<soap: Body>
<nsl:regi st er O der PreAut hResponse

xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">

<return orderld="5e5dc6bd- dee3- 4c96- 849a- 09f 3f 575f 4b6"
error Code="0" errorMessage="Success">

<formlrl >

htt ps:// tws.egopay.ru/ ab/ nobi | e_paynent _ru. ht M ?ndOr der =5e5dc6bd- dee3- 4¢c9
6- 849a- 09f 3f 575f4b6 </ fornlrl| >

</return>

</ nsl: registerOderPreAut hResponse>
</ soap: Body>
</ soap: Envel ope>

.....................................................................................................................................................................................

4.2.2. Order payment request

For payment use payment Or der request.
The payment gate allows merchant to use both internal and external MPI.

Validation of card data is performed in accordance with the table:

Name Description Validation

pan Full card number Luna validation (checking if the card number is real), the number of digits in the card number - from
13 to0 20



cve CVC code 3 digits

year, month Year, month of card The date in present or future. It the card expiry is a current month, the payment is possible untis the
expiry end of the month
cardholderName Cardholder name Is not verified

4.2.2.1. Internal MPI.

Request parameters:

Name Type Mandatory = Description

orderld ANS36 yes Order number in the payment gate. Unique within the gate.

pan N..20  yes Card number

cve N..3 yes CcvC

year N..4 yes Expiry year

month N..2 yes Expiry month

cardholderName A..512 yes Cardholder name

language A.2 yes Response language

ip AN..19 no IP address of the payer

email ANS..*  no Email address of the payer. If the merchant intends to send notifications about operations with the order to the

payer, this parameter should be specified.

params no An additional tag with the attributes for passing additional parameters of the merchant.*

* Fields of additional informaiton to be stored. These filds may be transferred to a bank processing in order to display them in registers.**

This functionality may be enabled under the agreement with the bank during the integration. To send N parameters, the request must contain N p
ar ans tags, where the nane attribute contains the name and val ue attribute contains the value:

Name Type Mandatory =~ Description
name  AN..20 yes Name of the additional parameter
value AN..1024 yes Value of the additional parameter

** Fields or der Nunber and its descri pti on are sent to the bank processing by default (not more than 99 simbols, the following simbols are
forbidden to use - %, +, \r, \n)

Response parameters:

Name Type Mandatory  Description
errorCode N..1 yes Code of the error that occurred in the process of the refund.

errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.



info AN..512 no The result of the payment attempt. Possible values are represented below:

Your order is proceeded, redirecting...

Operation declined. Please check the data and available balance of the card. Redirecting...
Sorry, payment cannot be complete. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Can't connect with your bank. Please, contact with your bank. Redirecting...

Processing timeout. Please, try again later. Redirecting...

redirect AN..512 no Address for redirect
acsUrl AN..512 no Is not used in payments, that does not require additional authentication on Issuing bank ACS.

paReq AN..512 no Is not used in payments, that does not require additional authentication on Issuing bank ACS.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 There are no payment attempts any more of the session is expired
5 Data validation error

7 System error

Request example:

<soapenv: Envel ope xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<soapenv: Header >
<soapenv: Body>
<mer: paynent Or der >
<order orderld="09808814-eh60- 4cea- 86bb- ed849dbe7ae9" year="2015"
mont h="12" pan="4111111111111111" cvc="123" cardhol der Nane="A Moriarty"
| anguage="ru" ip="?">
<!-Zero or nore repetitions:->
<parans nanme="nane" val ue="val ue"/ >
</ order >
</ mer: paynment Or der >
</ soapenv: Body>
</ soapenv: Envel ope>

Response example in case of payment, that does not require additional authentication on Issuing bank ACS:



<soap: Envel ope xm ns: soap="http://schemas. xnm soap. or g/ soap/ envel ope/ " >
<soap: Body>
<nsl: paynment Or der Response
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return info="Your order is proceeded, redirecting..."
redi rect =" www. ya. r u? MDORDER=6d295b5b- 84c3- 44cd- adea- cOeacal22465&anp; ANSVEE
R=9BCYBFxm +ver si on%8D%R221. 0%22+encodi ng¥3DY22UTF- 8922%3FY8EYOAYBCPSApi Res
ul t +pri mar yRCY8D¥220%22+secondar yRCY8D¥R220%22%2 F¥8E&anp; STATE=paynent _depo
si t ed&anp; ACTI ON_CODE=0&anp; AUTH _CODE=2" err or Code="0"/>
</ nsl: paynent Or der Response>
</ soap: Body>
</ soap: Envel ope>

Response example in case of 3DS-payment, that requires additional authentication on Issuing bank ACS:

<soap: Envel ope xm ns: soap="http://schemas. xn soap. or g/ soap/ envel ope/ " >
<soap: Body>
<nsl: payment Or der Response
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return errorCode="0" info="Your order is proceeded,
redirecting..." redirect="https:// tws.egopay.ru: 443/ ab/rest/fini sh3ds. do"
acsUrl ="https:// tws.egopay.rul/ acs/auth/start. do"
paReq="eJxVUk1lzgj AQ SsMB5KEr 1pnj UOLnXqgYxUvvVHYAVQ+DFDUX99EUeshM t 2N2/ 3vQs
mh2Kn/ aJo8qqc6MyguoZl XCVs5nJ70df j +NNKnHMIM Por j DUuBHAJsm hFLUBnet GkBt MoLLwW 7
j KMTFWSGSaQK5RXRIXFZcshi vev809uW az HCADhALF3Of M Gz Hf RABuWAoowJ 5i E27yqoayB
CXHVI K47ct SOgWCd2PGsbesx| X3f Q21 VpTs04qoAokpA7j ssChUlkuqQzzw f 5yZqdPf OuDc
HsM CBWINI JENUBSAQ Nykz GaWOxuj YpniNgAznnl Sr UDt x 1XUgl oguCWg3xHkr / Uy COFNLqQg4w
rA zuvynyQ p3i yHBJIr 4ZodWDALNBy gO5K3r 7UB7Hr XRvnXxvhduf x GKUdH34ki Ub15nmZ3k+3W
Srnz01gXi 79YW67DFQAI KI hw6OS4cFl 9PAR/ gAOW 9V' [ >
</ nsl: paynent O der Response>
</ soap: Body>
</ soap: Envel ope>

If 3-D Sucure technology is required to perform payment, then after the response to the payment request has been received the merchant
must redirect the client to ACS:

For redirection to ACS the merchant, for its part, must redirect a client to the adress specified in the acsUr | parameter with the body of the
request:

MD=ndor der &PaReqg=par eq&Ter nlr | =r edi r ect ,
Where:

® ndor der - unique order number in the payment gate system,
® par eq - a parameter from the response to the payment request,
® redirect -aparameter from the response to the payment request (address of the redirect to ACS).

The request must be in POST format.

Depending on integration scheme the client after authentication on ACS will be redirected to merchant or to the payment gate. Processes of
payment completion for each of these cases are represented below.



4.2.2.1.1. Return to payment gate from ACS. Classical scheme

Issuing bank ACS executes authentication of the cardholder and redirects him to the payment gate sending PARes. If the client was authorized on
ACS successfully the payment gate authorizes the order. Otherwise the order preauthorization is declined.

4.2.2.1.2. Return to merchant from ACS. The scheme with use of additional method Finish 3DS

In this scheme issuing bank ACS executes authentication of the cardholder and redirects him to the merchant. PARes from ACS is sent to the
merchant. Then the merchant transfers it to the payment gate by the f i ni sh3DS method.

Description of f i ni sh3DS is represented below:

Request parameters:

Name Type Mandatory  Description
md AN..30 vyes Order number received after order registration

paRes yes Payer Authentication Response

Response parameters:

Name Type Mandatory  Description

returnUrl AN..512 no URL of the payment form, where the client's browser to be redirected.

errorCode N3 no Code of the error that occurred in the process of the refund.

errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.

If error Code=0 and i nf o="Your order is proceeded, redirecting" —the paymentwas executed successfully. For other cases see e

rrorMessage.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error.

5 Access denied

5 The user must change his password
7 The order was not found

7 System error

Request example:



<soapenv: Envel ope xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">

<soapenv: Header/ >

<soapenv: Body>

<mer: fini shThreeDs>
<request | anguage="ru" nd="8b5b7ee5-ebb5a-4cf4-8lec-7153f 7ca2864"
paRes="eJzFV2nrzokoS/ Ssd/ T4at 1kEkReOEcWWCCLgHS5) BWRW XXD2r 37f t 6ei Z6 ZULFEGF
YnKj MypQZp4pi nPyaJLydRNO1IWEwaZogSz4V8df Pi / k8IKg5+kahYf BGYPj yLcRD+i 298GW\Ez
RABVEA/ r 5gNsJLnZZAuy ZBOF28EK U4 GMWNRYAK 6v SECFMXxJ Ul GkKOGF XJui Pg2wL+gXnEG+v05
r X6 MBOLUr Jogur KKvCIxaoCi Df Ht | quSq8CuKQv4DBvI hsekeo2Zi MBbxCvJgePOEVCeFucknl
7XnN3i AXxnkMYQJgzZZ4ShGoj RKf 8KwPwn8T2zJIl E+cOT/ cgar uJt 8k SVILnkE+YsyUr W yi 6
r BTFnkPc3JhnP9Sn¥ZZkzE3scMBi O8c3BaoR8ebHonB8x PKOP6KaYvql 2E9caZpg7Zr Vj sG+TZi o
gDvVWAAI p3HxNBY 2ESR/ LWE35+J7nMKkOTFCI WhoKb/ pxUos/ pat Hn1CPW Al MBQk GehVOxdpG
dpsWiyaexKk/ N1895257/ RIBhGL4MBy/ 1NUPwW Q COsgOl W6K71 / PL6skVk5p/ R+Zcc GoPhVRU
Bb30J26Ai Zt Xsef 3nP7] RvHenj CEEvg3i ZXbxFG1N4eCDr HyMkn8nmunH5j 9zi o/ B3t t gr cnD7D
HAj 85W FWki aPj kg+bS3I 6+c/ f 1 Mzf JEI Tf vi RPMRko8evvt zg7JLVUN Pj Gt nl VW r bnbnt Q7
| +7At OSQf n63e41k0Hew / G7VXI DM 7Tf Tlej ePNAdVXf kI MVgH7 mYGy9QkoRea8wMB 1 M+L 1El
SyOQUdhpU05Wj gZPbaG uyl Hf 5G cEpc YW M skkxU96VWNYC | 6CaFt 1TgSuhcc55kyRpTw nO
1gl SSgKYVaLghTPhObuRL2gXdYQua6F5f 46nk A+Hr DRx| xi Uf t +3Sv7NVaLy68f i vSNpZbcXqz
8SW80AavEZdc2yKdunXaB6C cLXDcSC7ZGBQM ApKt i cRPue7! pZGUKASpx 9kVw nPOmwLLnT
kABj NwdqGynuyz YCaBOHW Bgc92vGuanj DE/ M6 X870k 3gES5DNwWL XwuDbt quOQo2LxsocPJ7Dn
nsFul OyhkCZ+f MgN5OOgHgM.7doRi PWHKE4P3d2weVWVENWVEC2FZgc8i 5LhwiFHhgvv7XDonoeV
eJXx580R54H2whs HYKz 8ol Fwf JpC0aoRFKJIr n21D+f nk Q2 XA2/ uVK3eK3kf 6eDJGUz UUAAVSQW
1xAINoul i uPJmhl HoQ@W QSOL9sHLN3FI | / TZ3/ ceOLql Hi 6XAz8/ 9dvFMOvUdqgel F530f W20
FLIJkXBF6t Af eXFuoWh6ksvFYLhdej dLEVAz0z97DpSacHG/DbkPBzeM GWHEZHKI uOVHIPh6GR
X1wov+9Lw SopS733sLRRSbm3VRedr ¢ SZIAFQDpkgf LkJpt TLSzUYNmdl O H+TynTYy VOgKru
| HTE7zcxZj cqVAG / zEynCdoZSAf ze33t pH3zBV02wWGznzWhhI GLd3eBRMCApl nLoeyi Yu3nW
| OV2AcEr kEx8hvx XKLbSEgR+et r wwsEPgn21U0X2s/ Ny Pwz MuYTBFCCZuU6T/ VS3z VSWBKst +3v
nkpW0I Aj wr Kul YI 8Ea33nQynKUuDna7DBQx| FFt | 4Msl xabt Uj i Vwdl cZJi i 598t pUa9l 3250
XLbzr GhENAGRj Yf YzyUMROFyeO4Kul 0l P35x+F9TNOt 8Q@3hr EFbj swN93Virdv SGVHTBNTdv U
aCGug9Anp+4r ubo7UnSBj | 4wi f dnZf 5Sqqf 7Q6r FD6I OXS4hSi | PLf 3/ | Kr O7+4691 epf sO&xeF
/ kur mveubVKWAVDO9N6SY/ swXTHynbt MBz7GFObkxeXs5HDE xKxLHI CgCez2zyl UbHOOYN5080
/ GCCLW 3t f 2gl 1 28JZY1 ndcf kuW J/ x0OsbvgDVoWZh5506VFVP6Vh1gcsxXr ct qEl NuXpOYui
LGTKb20Sr HDvt epkt 3LVz&22yr Sh5wuaunBl Bt 7vswRBzoy lel E4A8NNOhb2a+P/ YD29VkM/g8M
AFDE1LX5MY+Ccd8Znosa9ulgYBzHy PKbl Pnl JMkJRZs/ YxoPDs88i XbUAgc9pSxzl 6ni XSr nba
JuBhUYx/ 89uzJsUUVgSi cBeW?2j ptjj N5ct w280r pz9590uY]j LgsKr AMTbj Lyqg/ 6¢6sUCr vVZt
@LdGZut 70s! f Uyu3DD4ZAP/ Poc4K7VI EHXaFK7JLxyU i ol +PsZayQe7Wes f 91PrreJFcrmoW/
i dQ QOXExkG6@Rx4i aCChVonB3J5kt D8uuAi | xyv3GNAONr wSr my RmInbf DWRdpnZsd8UUA4Db
oPzvsFdD8HPOWZBVaO0p3/ xi Z/ 6eTFnyl VOX+y7T7f Z61zj aUgi eygl 1dehY48wt 5w 75| e7198
j mzdksWr HeEBEJNEb/ ApWOF/ Ys47Ngi 8 YHzbaR8+RPdYCOqYDf / NO3F76/ MDVt AphvNHBOFTy |
t yYRRUMdanmouLnmDGNt zFkb8/ hanqHK7pTdl C21 3GncU7WVEI V2eeyelDo2yl 4JCxj XZc7005L01
aUo+EROxbMWiI bdyMcJHLcgNG 7r sk2MeVpQAUNVUKgOr Z6ZZDO7 CaPSMu3i 5z TT+s8a0aaGl pQ
FhRMY / ++n4y O2Pk0VgkcHkI AD/ 8nSBd7RPp60ovAt ea407Q0q4j qKej J1b5FVPNppD3Fi FnKXa
Xzi i YB3nmej n2na5q0pQ phEVwNcnhRaol 8nZ2t q1D0VpuM 83h3PzgzX8hbvacl NCxbZnLPMVB
Dr Rh2CnD2k6coGAKQ+zPdbJTI | j Br sVGy XaS5bgx6woxZzf a2Wndj XGsL81lcnt/ PgeRN6/ EX9
8PT6vNc9L8uUCe9PHy/ AQJE/ bD"/ >
</mer:finishThreeDs>
</ soapenv: Body>
</ soapenv: Envel ope>



Response example:

! <soap: Envel ope xm ns:soap="http://schemas. xn soap. or g/ soap/ envel ope/ "> i
<soap: Body>
<ns1:fini shThr eeDsResponse
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return errorMessage="" error Code="0"
returnUrl ="http://ya.ru?orderl| d=8b5b7ee5- eb5a- 4cf 4- 8lec- 7153f 7ca2864"/ >
f </ ns1: fini shThr eeDsResponse> f
</ soap: Body>
. </soap: Envel ope>

4.2.2.2. External MPI.

Request parameters:

Name Type Mandatory =~ Description

orderld ANS36 vyes Order number received after order registration

pan N..20  yes Card number

cve N..3 yes CcvC

year N..4 yes Expiry year

month N..2 yes Expiry month

cardholderName A..512 yes Cardholder name

language A.2 yes Response language

ip AN..19 no IP adress of the payer

email ANS..* no Email adress of the payer. If the merchant intends to send notifications about operations with the order to the payer,

this parameter should be specified.
params no An additional tag with the attributes for passing additional parameters of the merchant.”

In case of external MPI using, IPS expects that gach payment request contains " eci " parameter. If this parameter
value differs from the values used for SSL-authorizations, it is also necessary to send " xi d" and "cavv" parameter
s.

* Fields of additional informaiton to be stored. These filds may be transferred to a bank processing in order to display them in registers. **

** This functionality may be enabled under the agreement with the bank during the integration. To send N parameters, the request must contain N
par ans tags, where the nane attribute contains the name and val ue attribute contains the value.

If the external MPI is used and if there is an appropriate IPS permission to use it, then the purpose of the additional parameters list also includes
sroring and sending to SmartVista of cavv, xi d, eci parameters.

Name Type Mandatory = Description
name  AN..20 yes Additional parameter name
value  AN..1024 vyes Additional parameter value

Response parameters:



Name Type Mandatory ~ Description

errorCode N..1 yes Code of the error that occurred during registration of the order.

errorMessage AN..512 no Description of the error in the language specified in the Language parameter of the request.
info AN..512 no The result of the payment attempt. Possible values are represented below:

Your order is proceeded, redirecting...

Operation declined. Please check the data and available balance of the card. Redirecting...
Sorry, payment cannot be complete. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Can't connect with your bank. Please, contact with your bank. Redirecting...

Processing timeout. Please, try again later. Redirecting...

If errorCode = 0 and info = "Your order is proceeded, redirecting" - the payment was executed successfully. For other cases see errorMessage.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 There are no payment attempts any more of the session is expired
5 Data validation error

7 System error

Example request:

f <soapenv: Envel ope xm ns: soapenv="htt p://schenas. xm soap. or g/ soap/ envel ope/

i xmns:mer="https://ecom.alfabank.ru/api/soap/merchant-ws/">
; <soapenv: Header > ;
i <soapenv: Body>

i <mer : payment Or der >

| <order orderld="f0c87e00-7b26- 4573- 942f - 3d40596a6d43"

i year="2015" nonth="12" pan="4111111111111111" cvc="123" f
: car dhol der Nanme="A Moriarty" |anguage="ru" ip="2">

E <!-Zero or nore repetitions:-> E
i <par ans nane="xi d" val ue=" MDAWVDAWVDEz MzkyM g5ODEXNTc="/ > i
| <par ans name="eci" val ue="05"/> |
: <parans nanme="cavv" val ue=" AAABCPEChRVbl omAKFAAAAAAAAA=" | >

; </ order>
E </ mer : payment Or der >
i </ soapenv: Body>
| </ soapenv: Envel ope>

Response example:



! <soap: Envel ope xnl ns:soap="http://schemas. xnl soap. or g/ soap/ envel ope/ "> i
<soap: Body>
<ns1: payment Or der Response
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return errorCode="0" info="Your order is proceeded,
. redirecting..."/>
f </ nsl: paynent Or der Response> f
</ soap: Body>
. </ soap: Envel ope>

4.2.3. Request for preauthorized order completion

To deposit payment for a preauthorized order use the deposi t Or der request. This request is not available by default.

Request parameters:

Name Type Mandatory ~ Description
orderld ANS36 yes Order number in the payment gate. Unique within the gate.
depositAmount N..5 yes Deposit amount in the order currency. Can be less or equal to the preauthorized amount. Cannot be less than 1

standard currency unit (e.g. 1 euro, currency used depends on the system configuration).

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.
Error message will be returned in this language.

Response parameters:

Name Type Mandatory  Description
errorCode N3 no Code of the error that occurred during deposit.
errorMessage AN..512 no Description of the error in the language specified by the Language parameter of the request.

Attention!!! If you specify zero in anbunt parameter, completion occurs for the entire pre-authorized amount.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error

5 deposited amount is exceeding approved amount

5 deposit amount must be at least 1 ruble or equal to zero
5 Access denied

5 The user must change his password

6 No such order



6 [orderld] is empty

7 Payment must be in approved state

7 System error

Request example:

.....................................................................................................................................................................................

<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<soapenv: Header/ >
<soapenv: Body>
<mer : deposi t O der >

<order | anguage="ru"
order| d="4302d369- a5e8- 4432- abe5- 42acf ab52c86" deposi t Anount =" 30000" >

<I-Zero or nore repetitions:->
<paranms nanme="?" val ue="?"/>
</ order >
</ mer: deposi t Order >
</ soapenv: Body>
</ soapenv: Envel ope>

.....................................................................................................................................................................................

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ " >

<soap: Body>
<ns1: deposit Or der Response
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return errorCode="6" errorMessage="No such order"/>

</ nsl: deposi t Or der Response>
</ soap: Body>
</ soap: Envel ope>

4.2.4. Order status request
To inquire state of a registered order, use the get Or der St at us request.

The order status must be determined by the value of or der St at us parameter.
aut hCode field is deprecated.

Request parameters:

Name Type Mandatory = Description



orderld ANS36 vyes

language A2 no

Response parameters:

Name

orderStatus

errorCode
errorMessage
orderNumber
pan

expiration
cardholderName
amount
currency
approvalCode

authCode

ip

date

orderDesctiption
actionCodeDesctiption

clientld

bindingld

Type
N2

N3
AN..512
AN..32
N..19
N6
A..64
N..20
N3

ANG

N3

AN..20
ANS
AN..512
AN..512

AN..255

AN..255

Order identifier in the payment gate. Unique within the gate.

Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings. Error
messages, if any, will be returned in this language.

Mandatory

no

no
no
yes
no
no
no
yes
no
no

no

no
yes
yes
yes

no

no

Description

This paramater shows order status in the payment gate. Possible values are listed in the table below.
Parameter is absent if no order with the specified ID was found.

Code of the error that occurred in the course of processing the request.

Description of the error in the language specified in the Language field of the request.

Order number (identifier) in the merchant's system

Masked number of the card that was used for payment. Specified only for paid orders.

Card expiration date in the YYYYMM format. Specified only for paid orders.

Cardholder name. Specified only for paid orders.

Order amount in minimal currency units (e.g. cents)

Code of the payment's currency (according to ISO 4217).

IPS authorization code. The field has fixed length of six characters, it can contain both numbers and letters.

This parameter is deprecated. Its value is always "2", regardless of the order status and processing system
authorization code.

IP address of the computer that the order initiated on.

Date of order registration

Order description that was sent during registration

Description of action code the language specified in the Language field of the request.

Number of the client (identifier) in the merchant's system. Transferred, when order is registred. Present only if
creation of ligaments is allowed for merchant.

Identificator of the ligament created while paying an order or used to pay for. Present only if creation of
ligaments is allowed for merchant.

The or der St at us field may have the following statuses:

State number  Description

0 The order is registered, but not paid yet.

1 Pre-authorisation amount was held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded

5 Authorization through the issuer's ACS initiated

6 Authorization declined

Possible codes for errors (the er r or Code field):

Value Description

0 No system error.



1 Order with this number is already registered in the system.

2 Payment is declined

5 The user must change his password
5 Access denied

5 [orderld] is empty

6 Unknown order id

7 System error

Request example:

.....................................................................................................................................................................................

<soapenv: Envel ope xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<soapenv: Header/ >
<soapenv: Body>
<mer: get Or der St at us>
<order orderld="b1221b79-5703-42c9- a4bl- ed0dOf 36493e"
| anguage="en"/ >
</ nmer: get Order St at us>
</ soapenv: Body>
</ soapenv: Envel ope>

.....................................................................................................................................................................................

<soap: Envel ope xm ns: soap="http://schemas. xnm soap. or g/ soap/ envel ope/ ">
<soap: Body>
<nsl: get Or der St at usResponse
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return order Status="2" errorCode="0"
order Nunber =" 456789012345678" pan="411111**1111" expirati on="201512"
car dhol der Name="1 van" anount ="15000" currency="810" approval Code="123456"
aut hCode="2" ip="212.5.125.194" date="2013-09-03T16: 48: 52. 459+04: 00"
orderDescription=" " acti onCodeDescri pti on="Request processed successfully"
clientld="666" bindingld="df 0b1801-a754-4576-b174-c2485d98bc9b"/ >
</ nsl: get Order St at usResponse>
</ soap: Body>
</ soap: Envel ope>

.....................................................................................................................................................................................

4.2.5. Extended order status request

To inquire about state of a registered order, use the get Or der St at usExt ended request.

Request parameters:



Name Type Mandatory ~ Description

orderld ANS36 yes* Order identifier in the payment gate. Unique within the gate.
merchantOrderNumber AN..32 yes* Order number (identifier) in the merchant'system
language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's

settings. Error messages, if any, will be returned in this language.

* It is necessary to specify whether or der | d or mer chant Or der Nunber in the request. If the request contains both parameters, order 1 dis a
priority.

There are 3 sets of response parameters. These sets depend on getOrderStatusExtended version, specified in merchant settings.

Response parameters for versions 01, 02,03:
The following parameters are returned regardless ger Or der St at usExt ended version.

Name Type Mandatory =~ Description
orderNumber AN..32 yes Order number (identifier) in the merchant's system
orderStatus N2 no State of the order in the payment gate. The value is selected from the list below. Absent if no order with the

specified ID was found.

actionCode N3 yes Processing system authorization code.

actionCodeDescription  AN..512  yes Action code description on the language passed in the parameter Language"

errorCode N3 no Code of the error that occurred in the course of processing the request.

errorMessage AN..512  no Description of the error in the language specified in the Language field of the request.

amount N..20 yes Order amount in minimal currency units (e.g. cents)

currency N3 no Code of the payment's currency (according to ISO 4217).If not specified, assumed to be 810 (Russian
rubles).

date ANS yes Date of order registration.

orderDescription AN..512  no Free-formed description of the order.

ip AN..20 yes IP address of the computer that the order initiated on.

Element mer chant Or der Par ans is present in the reponse if the order contains merchant additional parameters. Each additional parameter is described in
separate element mer chant Or der Par ans by the following fields:

name AN..20 no Name of additional parameter

value AN..1024 no Value of additional parameter

Element car dAut hl nf o — the structure includes element secur eAut hl nf o and the following attributes:

maskedPan N..19 no Masked number of the card that was used for payment. Specified only for paid orders.

expiration N6 no Card expiration date in the YYYYMM format. Specified only for paid orders.

cardholderName A..64 no Cardholder name. Specified only for paid orders.

approvalCode ANG6 no IPS authorization code.Specified only for paid orders. The field has fixed length of six characters, it can

contain both numbers and letters.

Element secur eAut hl nf o (includes element eci and element t hr eeDSI nf o with parameters cavv and xi d):

eci N..4 no Electronic Commerce Indicator. Set just after the payment order in the case of a permit
cawv ANS..200 no Cardholder Authentication Verification Value. Set just after the payment order in the case of a permit.
xid ANS..80 no Electronic Commerce Transaction Identifier.Set just after the payment order in the case of a permit.

Element bi ndi ngl nf o consits of the following fields:



clientld AN..255 no Client number (ID) in the shop system, transferred during the order registration. Presents only if a shop is
allowed to create bindings.

bindingld AN..255  no Binding identifier created during order payment or used for payment. Presents only if a shop is allowed to
create bindings.

Response parameters for versions 02, 03:
If get Or der St at usExt ended version is 02 or higher, the following parameters are also returned along with parameters described above.

Name Type Mandatory ~ Description

authDateTime ANS no Authorisation date and time
authRefNum  AN..24 no Reference number
terminalld AN..10 no Terminal Id

Response parameters for version 03:
If get Or der St at usExt ended version is 03, the following parameters are also returned along with parameters described above.

Name Type Mandatory ~ Description

Element paynent Anmount | nf o consists of the following parameters:

approvedAmount  N..20 no Amount hold on the client's card (only for two-phase payments)
depositedAmount  N..20 no Amount confirmed for deposit

refundedAmount N..20 no Refund amount

paymentState N2 no Payment state

Element bankl nf o consist of:

bankName AN..200 no Name of issuing bank

bankCountryCode AN..4 no Code of issuing bank country

bankCountryName AN..160 no Country of issuing bank in language specified in language parameter or in user language if language parameter
is empty

The or der St at us field may have the following values:

State number Description

0 The order is registered, but not paid yet.

1 Pre-authorisation amount was held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded

5 Authorization through the issuer's ACS initiated.

6 Authorization declined

Possible codes for errors (the er r or Code field):



Value Description

0 No system error

1 Expected [orderld] or [orderNumber]
5 Access denied

5 The user must change his password
6 Order not found

7 System error

Request example:

.....................................................................................................................................................................................

<soapenv: Envel ope xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<soapenv: Header/ >
<soapenv: Body>
<mer : get Or der St at usExt ended>
<order orderl d="942e8534-ac73-4e3c-96¢c6-f 6cc448018f 7"
| anguage="en" >
<I-Optional:->
<mer chant Or der Nunber > </ mer chant Or der Nunber >
</ order >
</ mer: get Or der St at usExt ended>
</ soapenv: Body>
</ soapenv: Envel ope>

.....................................................................................................................................................................................

Response example:



<soap: Envel ope xm ns: soap="http://schemas. xnm soap. or g/ soap/ envel ope/ " >
<soap: Body>
<nsl: get Or der St at usExt endedResponse
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return orderNunber="0s7a84sPe49Hdsddd0134567a0"

order Status="2" actionCode="0" acti onCodeDescri pti on="Request processed
successful I y* ampount ="33000" currency="810"
dat e="2013-11-13T16: 51: 02. 785+04: 00" orderDescri pti on=" " error Code="0"
error Message="Success">

<attributes nane="ndO der"
val ue="942e8534- ac73- 4e3c- 96¢c6- f 6¢cc448018f 7"/ >

<car dAut hl nf o maskedPan="411111**1111" expirati on="201512"
car dhol der Nanme="1van" approval Code="123456"/ >

<aut hDat eTi ne>2013- 11- 13T16: 51: 02. 898+04: 00</ aut hDat eTi me>

<term nal | d>111113</term nal | d>

<aut hRef Nun»111111111111</ aut hRef Nunm>

<payment Amount | nf o paynent St at e=" DEPOSI TED"
appr ovedAnount =" 33000" deposi t edAnmount =" 33000" ref undedAnmount =" 0"/ >

<bankl nf o bankName="TEST CARD' bankCountryCode="RU"
bankCount r yName=" Russi an Federation"/>

</return>
</ nsl: get O der St at usExt endedResponse>
</ soap: Body>
</ soap: Envel ope>

4.2.6. Order reversal request

To reverse an order use the r ever seOr der request. This functionflity is available for a limited period, that is specified by the Bank.
The reversal operation may be performed only once. If the reversal request caused an error, the next try will not be successful.

The reversal operation is available for merchants only under agreement with the Bank. To perform the reversal request a user must have an
appropriate permission.

Request parameters:

Name Type Mandatory ~ Description
orderld ANS36 yes Order number in the payment gate. Unique within the gate.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings. Error
message will be stated in this language.

Response parameters:

Name Type Mandatory = Description
errorCode N3 no Code of the error that occurred during reversal.

errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.



Possible codes for errors (the errorCode field):

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 [orderld] is empty

6 No such order

7 Reversal is impossible for current transaction state
7 System error

Request example:

<soapenv: Envel ope xm ns: soapenv="htt p://schenmas. xm soap. or g/ soap/ envel ope/ "
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/" >
<soapenv: Header/ >
<soapenv: Body>
<mer:reverseOder>
<order | anguage="en"
order | d="f 88a2bbf - 2021- 4ccc- 8783- 8a13068a89f 9" >
<l -Zero or nore repetitions:-->
<parans nane=" " val ue=" "/>
</ order >
</ mer:reverseOder>
</ soapenv: Body>
</ soapenv: Envel ope>

.....................................................................................................................................................................................

<soap: Envel ope xm ns: soap="http://schemas. xnm soap. or g/ soap/ envel ope/ " >
<soap: Body>
<nsl:reverseOr der Response
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/" >
<return errorCode="7" errorMessage="Reversal is inpossible for
current transaction state"/>
</ nsl:reverseOrder Response>
</ soap: Body>
</ soap: Envel ope>

4.2.7. Refund request

Use r ef undOr der request to refund deposited money.

This request returns money paid for the order back to the client. Request causes an error if the client is not charged. The payment gate allows



multiple refunds, but their total amount cannot exceed the amount that was diposited from the client's account as a result of the order.

A user must have a corresponding permission in the system to perform this operation.

Request parameters:

Name Type Mandatory ~ Description
orderld ANS36 yes Order number in the payment gate. It is unique within the gate.
refundAmount N..5 yes Refund amount in the order currency. May be less or equal to the current charged amount (which is lowered by

previous refunds).

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.
Error messages will be stated in this language.

Response parameters:

Name Type Mandatory ~ Description
errorCode N3 no Code of the error that occurred in the process of the refund.
errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.

Possible codes for errors (the errorCode field):

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 [orderld] is empty

5 Amount is invalad

6 No such order

7 Refund is impossible for current transaction state
7 Refund amount exceeds deposited amount

7 System error

Request example:



<soapenv: Envel ope xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/
xm ns: ner="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<soapenv: Header/ >
<soapenv: Body>
<mer: ref undOr der >
<order | anguage="
order| d="4302d369- a5e8-4432- abe5- 42acf ab52c86" ref undAnmount ="20000" >
<!--Zero or nore repetitions:-->
<parans nanme=" " val ue=" "/>
</ order >
</ mer:refundO der>
</ soapenv: Body>
</ soapenv: Envel ope>

.....................................................................................................................................................................................

<soap: Envel ope xm ns: soap="http://schemas. xnm soap. or g/ soap/ envel ope/ " >
<soap: Body>
<nsl:refundOr der Response
xm ns: nsl="https://ecom.alfabank.ru/api/soap/merchant-ws/">
<return errorCode="7" errorMessage="Ref und anpount exceeds
deposited anount”/>
</ nsl:refundO der Response>
</ soap: Body>
</ soap: Envel ope>

5. REST interface

Interactions are implemented as HTTP requests with GET or POST methods to certain URLs, separate for each individual request type
(see "Address data for connections" section for exact addresses). Parameters of interactions are sent as parameters of GET or POST requests;
values should be URL encoded.

Result of processing the request returns as a JSON object. Example:

.....................................................................................................................................................................................

For authorization purposes each request should include login and password of the merchant that were produced during its registration. Login and
password values are sent as the following parameters:

Name Type Mandatory ~ Description

userName AN..30 yes Login of a user received during registration.

password AN..30 yes Password of a user received during registration.



Requests for one- and two-phase schemes may differ. Requests for each scheme are described below.

In design of the pages (payment page, the error page) you have to use Unicode (UTF-8).

Special characters in REST requests must be screened in accordance with the URL-code. The table of characters is represented here - http://web
-developer.name/urlcode/. For example, password "qwe?rt%y" should be transferred as "qwe%0Frt%25y".

If the Error code = 0, the request was processed by the Payment gate without system errors (error code does not show the status of the order).

To get the status of an order should use the request get Or der St at us or get Or der St at usExt ended.

5.1. One-phase payment requests

5.1.1. Order registration request

To register an order in the payment gate use r egi st er . do request (see "Address data for connections" section).

Request parameters:

Name Type Mandatory =~ Description

userName AN..30 yes Merchant's login received during registration.

password AN..30 yes Merchant's password received during registration.

orderNumber AN..32 yes Number (identifier) of the order in the merchant's system.

amount N..20 yes Order amount in minimal currency units (e.g. cents).

currency N3 yes Code of the payment currency, according to 1ISO 4217.

returnUrl AN..512  vyes Web address that the client should be redirected to after successful payment. Absolute link must be specified.

failUrl AN..512 no Web address that the client should be redirected if the payment failed. Absolute link must be specified.

description AN..512 no Free-formed description of the order.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's
settings.

pageView ANS..20 no This parameter indicates what type of payment interface pages should be uploaded for the payer. Possible
values:

® DESKTOP — to upload pages designed for displaying on PC monitors (pages with names paynent _<| oc
al e>. htm anderrors_<I ocal e>. ht ml from archive of payment interface pages);

® MOBI LE - to upload pages designed for displaying on mobile devices (pages with names nobi | e_paym
ent _<l ocal e>. ht Ml and nobi | e_errors_<l ocal e>. ht ml from archive of payment interface
pages);

® |f the merchant has pages with names formed by adding of some prefix to the template part of the page
name, then you can specify necessary prefix in the pageVi ew parameter in order to redirect client to the
corresponding page. For example, if pageVi ew=i phone then pages with names i phone_paynent _<I|
ocal e>. htnl andi phone_error_<l ocal e>. ht m will be used.

Where:

| ocal e — the page language in 2-alpha code according to ISO 639-1, e.g. r u for Russian and en for
English.

Default value is pageVi ew=DESKTOP.

clientld AN..255 no Client number (ID) in the shop system. It is used for bundles functionality implementation. Presents only if a
shop is allowed to create links.

merchantLogin AN..255 no To register the order from the name of the child merchant, specify its login in this parameter.


http://web-developer.name/urlcode/
http://web-developer.name/urlcode/

jsonParams AN..1024 no

sessionTimeoutSecs N...9 no
expirationDate ANS no
bindingld AN..255 no

Block for sending of merchant additional parameters. Fields of additional information for storage, should be
sent as:

{"<nanmel>":"<val uel>", ..., "<naneN>":"<val ueN>"},
These fields may be passed to the bank processing for their representation in registers.*
This functionality can be switched on during the integration period at the agreement with bank.

If notification of the client is switched on for the merchant, this block should contain parameter with name enai
| which value is a client's email.

Duration of order life in seconds.

If the parameter is not specified, then the value from merchant settings is used, otherwise - the default value
(1200 seconds - 20 minutes).

If the request contains expi r at i onDat e parameter, the parameter sessi onTi meout Secs is ignored.
Date and time of termination of order life. Format: yyyy- MM ddTHH: nm ss.

If this parameter is not specified, the sessi onTi neout Secs parameter is used to determine date and time of
termination of order life.

Identificator of the binding, that was created earlier. May be used only if the merchant has permission to work
with bindings. If this parameter is sent in the request, that means:

1. This order may be payed only by binding;

2. The payer will be redirected to a payment page, where entering of CVC only is required.

* By default the following fields are passed to the bank processing:

® order Nunber — order number in the merchant system;
® descri ption — order description (not more than 99 simbols, the following simbols are forbidden to use - %, +, \r, \n).

If additional parameter with name ner chant Or der | d is sent with the order, then its value will be passed to the bank processing as
order number (instead of value of or der Nunber field).

Response parameters:

Name Type Mandatory  Description

orderld ANS36 no Order number in the payment gate. Unique within the gate. Absent if order registration failed (error is described in er r
or Code).

formUrl AN..512 no URL of the payment form that the client should be redirectd to. Absent if order registration failed (error is described in e
rror Code).

errorCode N3 no Code of the error that occurres during registration.

errorMessage AN..512 no Description of the error in the language sent in the | anguage parameter of the request.

Error codes (values of the er r or Code field)
Errors classification:

Value Description

0 No system error.

1 Order number is duplicated, order with given order number is processed already
3 Unknown currency

4 Mandatory request parameter was not specified

5 Erroneous value of a request parameter.

7 System error.

Possible error messages:



Value Description

0

1

1

No system error

Order with this number was already processed.
Order with this number was registered, but was not paid off.
Invalid orderNumber

Unknown currency.

Order number is empty

Empty merchant user name

Empty amount

Return URL cannot be empty

Password cannot be empty

Invalid value of one of the parameters

Access denied

The user must change his password

Invalid [jsonParams]

System error

GET Request example:

.....................................................................................................................................................................................

https:// tws.egopay.ru/ ab/rest/regi ster. do?anount =100&cur r ency=810& anguag
e=r u&or der Nunber =87654321&passwor d=passwor d& et ur nUr | =htt ps: //web. r bsuat . c
oml ab/ fi ni sh. ht M &user Nane=user Nane& sonPar ams={" or der Nunber": 1234567890} &
pageVi ew=MOBI L&expi r ati onDat e=2014- 09- 08T14: 14: 14&rer chant Logi n=nerch_chi l d

.....................................................................................................................................................................................

anount =100&cur r ency=810& anguage=r u&or der Nunber =87654321&r et ur nUr | =htt ps:/
| tws.egopay.ru/ ab/finish. htm & sonPar anms={" or der Nunber ": 1234567890} &ageV
i ew=MOBI L&expi rati onDat e=2014- 09- 08T14: 14: 14&ner chant Logi n=nmerch_chi |l d

.....................................................................................................................................................................................

{"orderld":"70906e55-7114- 41d6- 8332- 4609dc6590f 4", "fornmr|":"https://web.r
bsuat . conf ab/ mer chant s/t est/ nobi | e_paynent _ru. ht M ?2ndOr der =70906e55- 7114- 4
1d6- 8332- 4609dc6590f 4"}



5.1.2. Order payment request

Validation of card data is performed in accordance with the table:

Name

PAN

CcvC

YYYY,
MM

TEXT

Description

Full card number

CVC code

Year, month of card
expiry

Cardholder name

5.1.2.1. Internal MPI

Validation

Luna validation (checking if the card number is real), the number of digits in the card number - from 13 to
20

3 digits

The date in present or future. It the card expiry is a current month, the payment is possible untis the end
of the month

Is not verified

Use paynent or der . do method for payment request.

Only POST request is supported.

Request parameters:

Name
userName
password
MDORDER
$PAN
$cvc
YYYY
MM
TEXT
language
ip

email

Type Mandatory =~ Description

AN..30 yes Merchant login received after merchant registration
AN..30 yes Merchant password received after merchant registration
ANS36 yes Order number received after order registration

N..20 yes Card number

N..3 yes cvC

N..4 yes Expiry year

N..2 yes Expiry month

A.512 yes Cardholder name

A.2 yes Response language

AN..19 no IP address of the payer

ANS..* no Email address of the payer. If the merchant intends to send notifications about operations with the order to the

bindingNotNeeded boolean  no

jsonParams

AN..1024 no

Response parameters:

Name
errorCode

error

Type Mandatory
N..1 yes
AN..512 no

payer, this parameter should be specified.
Possible values:

® true - turns off the creation of binding after successful payment (client identifier, sent with order
registration request, will be deleted from order details after the payment);

® fal se — successful payment may result binding creation (under the appropriate conditions). This value is a
default value.

Fields of additional information for storage, the type is { " par ani': "val ue", " paran": "val ue2"}. These
fields may be transferred to the bank processing for their representation in registers.

Fields or der Nunber and its descri pti on are sent to the bank processing by default (not more than 99
simbols, the following simbols are forbidden to use - %, +, \r, \n).

This functionality can be switched on during the integration period at the agreement with bank.

Description
Code of the error that occurred in the process of the refund.

Description of the error in the language specified in the Language field of the request.



info AN..512 no The result of the payment attempt. Possible values are represented below:

Your order is proceeded, redirecting...

Operation declined. Please check the data and available balance of the card. Redirecting...
Sorry, payment cannot be complete. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Can't connect with your bank. Please, contact with your bank. Redirecting...

Processing timeout. Please, try again later. Redirecting...

redirect AN..512 no Address for return after the payment
termUrl AN..512 no Is not used in payments, that does not require additional authentication on Issuing bank ACS.
acsUrl AN..512 no Is not used in payments, that does not require additional authentication on Issuing bank ACS.

paReq AN..512 no Is not used in payments, that does not require additional authentication on Issuing bank ACS.

Possible codes for errors (the er r or Code field):

Name Type

0 No system error

5 There are no payment attempts any more
5 System or intenal error

Request example:

MDORDER=0d4b02cb- 5147- 4232- 9012- 4d38c743ahr 6&
i $PAN=5555555555555599&$CVC=123&YYYY=2015&MVE12&TEXT=Car d Hol der & anguage=ru |

{"redirect":"ww.ya. r u?MDORDER=8cf b5¢c89- c2db- 49e4- 80c5- a0569c897cbf &QANSVER
=0B8CYBFxm +ver si on¥8D%221. 0%22+encodi ng¥3DY22UTF- 892 2¥%8FY8EYOAYBCPSApi Resu
I t+pri mar yRCY8DUR20%22+secondar yRCY8DYR20%2 292 F¥3E&STATE=paynent _deposi t ed
&ACTI ON_CODE=0&AUTH_CODE=2", "i nfo": " Your order is proceeded,
redirecting...","errorCode": 0}

Response example in case of 3DS-payment, that requires additional authentication on Issuing bank ACS:



{"info":"Your order is proceeded, redirecting...",

"acsUrl ":"https:// tws.egopay.rul/ acs/auth/start. do",

"paReq": " eJxVUdFygj AQ BWEOxKi oNQB4t Ci r Qtoo/ QDKNwWAVYI GENuvbyJQ60Nmdu8unB80ez
K/ FUbugqPKS\ nuzolTF1DHpdJzl NX/ wi XT44+ZxBmAt Hf YOwl ZBBgVUUpanni 6kVWA RnsPV2e
GhXKzEpZl yADFRe\ nEXEVBZpBFJOf Vnt nj aYTOWTSUyhQr Hw2Bd|l BAFGBbI 8X51 s8zeplzhHi r

hx2f Baf LOINQYYEG E\ nkW/1f ZoROr at kZZl ek RDNEBUB8j dwbZRqJJK1zxhge+13Vn8bM.D9
yZM7eDLs4Lw4AJRESBENOKR\ nSS3TNM2NG PTnivnS+600UaEs MG Kr vpQR+Gk XvEee/ 9r | LMUM
ur hHwivDv J5Kj nJC5veHgdxdv76r\ nFONaxuSveRl vnyf eWkj sNk4QHXJaFZ/ V+NI uvba3l aWry
4i oTTt JRYA0OGdKvj f @ | ehh1b8el 7SS\ n",

"termr|":"https:// tws.egopay.rul: 443/ ab/rest/fini sh3ds. do",

"error Code": 0}

If 3-D Sucure technology is required to perform payment, then after the response to the payment request has been received the merchant
must redirect the client to ACS:

In order to redirect client to ACS, the merchant must perform redirection to the adress specified in the acsUr | parameter with the body of
the request:

MD=ndor der &PaReqg=par eq&Ter nlr | =t er mr |,
Where:

® ndor der - unique order number in the payment gate system,
® par eq - a parameter from the response to the payment request,
® ternlrl -aparameter from the response to the payment request.

Depending on integration scheme the client after authentication on ACS will be redirected to merchant or to the payment gate. Processes of
payment completion for each of these cases are represented below.

5.1.2.1.1. Return to payment gate from ACS

Issuing bank ACS executes authentication of the cardholder and redirects him to the payment gate sending PARes. If the client was authorized on
ACS successfully the payment gate authorizes the order. Otherwise the order preauthorization is declined.

5.1.2.1.2. Return to merchant from ACS. The scheme with use of additional method Finish 3DS

In this scheme issuing bank ACS executes authentication of the cardholder and redirects him to the merchant. PARes from ACS is sent to the
merchant. Then the merchant transfers it to the payment gate by the f i ni sh3DSPaynent . do method.

Description of f i ni sh3DSPaynent . do is represented below:

Request parameters:

Name Type Mandatory ~ Description
mdOrder AN..30 vyes Order number received after order registration

paRes yes Payer Authentication Response

Response parameters:



Name Type Mandatory ~ Description

redirect AN..512 no URL of the payment form, where the client's browser to be redirected.
errorCode N3 no Code of the error that occurred in the process of the refund.
error AN..512 no Description of the error in the language specified in the Language field of the request.

If errorCode = 0 - the payment was executed successfully. For other cases see error description.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error.

5 Access denied

5 The user must change his password
7 The order was not found

7 System error

Request example:



https:// tws.egopay.ru/ ab/rest/fi ni sh3dsPayment. do?ndOr der =906bf 262- bd53- 4
ac7-983c-07127954681b&paRes=eJzFV2uTokoS%2FSs Tcz8aPYCC6A3H OKNCshT8Bt Cy RuU
N2 Fz6RXu6p%?2B9s78bsbt xYI gyLE5VIns08%WDYOAl VUbl ywhZHToNSXchi RYV\WMAVOTY2B96
9ZFXz Dvmi3R6DB60n4gqwWM#@2Bdq%@2 FwhVi 58AVF XvAXI y SW.95] 99 DY®AQUL U8y DOHWYt LKuoyL
f YNORFTbf | O8vU7OSy9083g7cb07Jcpbf EAuUXSDYR2FH dZLAUNS25QV4AHGE2BSnY0DYOAXbF5
j KopxD7yt x| Dut cf OypGM gG 8nj 2M j 8n2DPGZsf Le@znK4Si BEl %2BwW5Z%2Fo8k9si uaJb2
4APYODYOAdyY Ar meNn3NEDRRXQF sc20HCXM/ WG7x Bcb5P1t AY2Ft bkc OH1QZ5H2%2 BOnY2BHA3Hy L
f ni w6Zl 8T9%2Bj GsLeb%ODYOACs 0%2BDeuJb6r ar Zt q62y QHEONS7bt FgBAUQ 9%2FI ELI vNechT
SAt 2ei %2B5yygV60RYkpgOn%2FaQXSoCi j Y@DYOACsweof 4V2CCPUIBNYr chPQr y6\WM 9%2FNJIn
aV59%2Fxr WelPBOT67] u3%@2BFaUATKS i CDoGpkn?/@2BFUUWR2 FPHLYODYOALQr 6Yn4t 92Fi Mz2s
2LPPLcNBr deqoKCdZh4X95j) %2B0zN4b281 GhGku¥RFTK5ePAzPXx41 usCl y Sf yudMPYO DYO Az H
7nK78GMLbuSxW6j 4JG nQ3W wCh8VAbY2BYnvj 96x %2 BY2 FqQwCnBVY2Fzf RvEXy0cCbP8t N
Gr7hl vTHg%ODYOAZI d%2BdROXC5bRZOWYBGUMX0TS9ze715kb5D38HIxeEY2FI hwv4nhgxy1zVg
8VNYF6J7bl Q75sC31BX1%DYOAVT nyZl dDmvh25uRqdQonBIR2FFgl VI | KAGVHf | HBY2 FQYf HI KQ
uagyA0JJCOEi | ¥2FEj) 267KDx4zB6cpEayhj YODYOA6JG XBat 9Pu51hZ3S7Rgl aN3A4Pn%2BpAp
| zUt eVKY2FNnf t | f CCar w7pnsi Lt 3N6B2M OSdk F92BC7x%2BSYODYOA9I1 Pl Hg6vr GMCXTNu7b
60aF] W XWjl nkf kESRLgyaBsE9AJ 1l gUDcgWPO5SNOol | 6k QDKOY2Fqd18XLYODYOAGI FZi | IN
| LGgpOewowlZooBj gNQyJAL0TOAW gr u2c5nHHs Xnnl ul NSuo1%2FxA9vJqnbpPWIA46uUt %O D%
0AZNACdf NpbLj ML6hE4TZj sKj ESJ0cA1QazV7i i gkTn5g0vndyr AHCS@WEYWCi XasqSeZYDy
6r cWUO DYOAKFQOV YX LHFV qGQbs X92 FHKABI 1sxhWk8DgaQ 6Sf T4FD3Yu%2FayULvgvQoYldnt
i 7MYt pAVMhpz BRAOFYODYOAKs| vOQVFTYMARZBTT uSW BpgpBl n7c6t BEGPTY2BHRv6yRIc0%2Bt y
ewb7x1d7%2FHz ClvzWJ3a3all 313Gt YOD¥OAehYNnIExwi yPj NmhYai 11x1 1 51i NddRTTI A
zl T7dj | kvr osh6ELbanzLp6yaj Dc4y2knx EW/ Bl | YO DYOAKC3t cj %2Bni i 1mVE3l 90Rdgx0OhRL
p1FVZWSEEgUQDwWe e CKT26 COUVCQxWKel hOThalLcKli FHY2BNCr Lp%®DY®A9z Kcp46PCc10OESB]
f Xyx024SD8@RFmluYeqlLGUzbVqqPVZ655t t t Z5si qEsCf 60y HkqDOucE5aaE3%D¥®Aspl OLe
QI7yXGZFNTOt i O6Z62DNuFnWir t Zet WL92F8t R67Z1xsp3l SmLhd%2Fy| f 3Gu¥2BWCDC87nmR21X
t KODYOA7VHCNQdRXi cF4h7meknSghDFB2MARZFi zt SSXal ef | BFpAr c5¢QSGns 1nOCXEc FUVHhZ
QCt WKPy | qdy Y0 DYOAKXI KDg59pLYz%2FoQcIXV1a%2FBlsYLt ej Baxy2ql X3ER99Uc K2y q\Wsd
A qj H3d ndf Kf n8sMW3c C86%DYOAMWWI ShdNQpl 40hvsJINST | f npVPPxI dXoplSnKuc REQpd
vf 59%2FSI VmFHGY2Fi r VHLh3j P8nqR4f vH51 YO DY Al X9K9SSHkx Svv 92 FI FE9%2Bp2mTAOFSk
TbUR 91ScOZHI64buTgh51 GLCO3GhF6j wadOf Ywt 6NB7 1DYODYOAQe2eVhgUG oc4l q0A4Y%
2F2g1g6eKy17BbQczZ1pl yl t 2Lt PcPAQOKYi %2BWhz VUSOUVhS10vBaTZl %2Fe%DYOAZ0vr YA
y9Tt QZKUz Ywhl CxW2c9%2Bx| OPt 3r 3F1suLhqg4r Ca2Xbf dl RTEFUnNMKAFVI Hz0ZM9e Ts VAF6%0
DY®Aoi hdhwoCbhqg2Pi Mox CEEgYKLP6vVI N2TNU91gvQZdY16DygDLOBhq¥%2Fnr Kg5f hdl Ss9t uvb
Sf ALvhl 5%9D%9A9s aKf 9PWjdC0y hCOWS0y sb2dxkbj 7g0i aUMVHETKM/2Fqc80oXBej apt C2Tt
GZapgt wKf FKr j TXRy H/& DY) AHXO4uXNLq1K3gf Z8vcJP6 TGy UUOYWIR Fc%@2B@Bbs OFCxnDf 2i R
cyFd8HXHZ3URLy GLge EWBTpDdgeWI %0 DY®AgDGXy nk0LJe0pl1z6kp51QNKG JgeBGVGYQn (@2
RuLdCzZL689KZ701Ldz64TM95x SWA1Kgx 25Ki 92 FYODYOAI LNg9Oui op¥2F2bTE1pPbWDI qHt Bp
YR F5eXPwhj M7 7Bt 8t Q¥2B273%2BHsnBS1bt J8ni sgF6%2Bdl dWewXr BNj Y9D¥®Aducb%@2BJsP
28r SOdEpwxd24SXzU5GLpj aUDl Cnl LPt %2 FV7XFB2%2BVYNG7t MR2FpS2UkeKdTUd4J3Hr G32v7
%D Ael gx2t nPATY2FLnVpCL9%2BMSdk 17UOv MUwaubWoMbeZJo2p8Cf Xr CuHIS3Xj cl U9hXTo
TYe9DCACqpj | YODYOAPNKUgl pMKT79g0SA j Yt %2F5cANM | XFDDDi Ovc SpXVsr QKkpAr gPX22W
LQESbKFQTUWVTbat 675WPOF %9DY®AHYel kE6I JQDY2BZceRZX¥2BJH 2BnNODWI%2Bdg%2BqCCn
nEEG EqUr SoNJhQe AXW hEy YMhv uOQYb YGGUCOL YO DYO AuhK6 Mo Or Gec S6CD7KUOETsk YXSWI5
SB2xP3qh1UJInKsBncxEd602Jvf r Yr g2LkLr dOMKk8hj nB¥RFAODYOA7naxyl HVT7r QQJ15i TUu
XhZuM i c3BxPzTK7r DX0s46D%2FDawn 1 u9nx5%2Bnyud19Hk 7f t yf Pt 6a%2 FWFG0 DYO ADPns %0
DY®A&user Nanme=l ogi n&passwor d=passwor d

Response example:



{"redirect":"http://ya.ru?order| d=906bf 262- bd53- 4ac7-983c-07127954681b", "e

rror Code": 0}

5.1.2.2. External MPI

Use paynent or der . do method for payment request.

Request parameters:

Name Type
userName AN..30
password AN..30
MDORDER ANS36
$PAN N..20
$cvc N..3
YYYY N..4
MM N..2
TEXT A.512
language A.2
ip AN..19
email ANS..*

bindingNotNeeded boolean

jsonParams AN..1024

Mandatory =~ Description

yes
yes
yes
yes
yes
yes
yes
yes
yes
no

no

no

no

Merchant login received after merchant registration
Merchant password received after merchant registration
Order number received after order registration

Card number

CcvC

Expiry year

Expiry month

Cardholder name

Response language

IP adress of the payer

Email address of the payer. If the merchant intends to send notifications about operations with the order to the
payer, this parameter should be specified.

Possible values:

® true - turns off the creation of binding after successful payment (client identifier, sent with order
registration request, will be deleted from order details after the payment);

® fal se — successful payment may result binding creation (under the appropriate conditions). This value is a
default value.

Fields of additional information for storage, the type is { " par ant': "val ue", "paran2": "val ue2"}. These
fields may be transferred to the bank processing for their representation in registers. * This functionality can
be switched on during the integration period at the agreement with bank.

In case of external MPI using, IPS expects that gach payment request contains "eci " parameter. If this
parameter value differs from the values used for SSL-authorizations, it is necessary to send "xi d" and "cavv
parameters.

* Fields or der Nunber and its descri pti on are sent to the bank processing by default (not more than 99 simbols, the following simbols are

forbidden to use - %, +, \r, \n)

Response parameters:

Name Type Mandatory

errorCode N..1 na

error AN..512  HeT

Description
Code of the error that occurred during registration of the order.

Description of the error in the language specified in the Language parameter of the request.



info AN..512 HeT The result of the payment attempt. Possible values are represented below:

Your order is proceeded, redirecting...

Operation declined. Please check the data and available balance of the card. Redirecting...
Sorry, payment cannot be complete. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Can't connect with your bank. Please, contact with your bank. Redirecting...

Processing timeout. Please, try again later. Redirecting...

If errorCode = 0 and info = "Your order is proceeded, redirecting" - the payment was executed successfully. For other cases see erro description.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error
5 There are no payment attemps any more
5 System or internal error

Request example:

MDORDER=0d4b02ch- 5147- 4232- 9012- 4d38c743ahr 6&$PAN=5555555555555599&$CVC=12
| 3&YYYY=2015&MVE12&TEXT=Car d §
E Hol der & anguage=r u& sonPar ans{"eci ": " 05", "xi d": " MDAWVDAWMVDEZz Mzky M g50ODEXNT E
L c=","cavv": " AAABCPEChRVE! omAKFAAAAAAAAA=" }

{"info":"Your order is proceeded,
redirecting...","redirect":"finish.htm ?order| d=00d4b02cb-5147-4232-9012-4
d38c743ahr 6", "success": 0}

5.1.3. Order reversal request

To cancel payment of the order, use r ever se. do request. This functionflity is available for a limited period, that is specified by the Bank.
The reversal operation may be performed only once. If the reversal request caused an error, the next try will not be successful.

The reversal operation is available for merchants only under agreement with the Bank. To perform the reversal request a user must have an
appropriate permission.

Request parameters:

Name Type Mandatory ~ Description
userName AN..30 vyes Merchant's login received during registration.

password AN..30 yes Merchant's password received during registration.



orderld ANS36 vyes Order number in the payment gate. Unique within the gate.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.

Error messages returned will be written in this very language.

Response parameters:

Name Type Mandatory ~ Description
errorCode N3 no Error code.
errorMessage AN..512 no Description of the error.

Error codes (values of the errorCode field):

Error classification:

Value Description

0 No system error.

5 Erroneous value of a request parameter.
6 Unregistered Orderld.

7 System error.

Possible error messages:

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 [orderld] is empty

6 No such order

7 Payment must be in a correct state.

7 Reversal is impossible. Reason: wrong internal values, check hold and deposited amounts.
7 System error.

GET Request example:

https:// tws.egopay.ru/ ab/rest/reverse. do?l anguage=en&or der | d=80c45f 2e- 8db
i 4-4d20-9324-5b784alf d8c3&passwor d=passwor d&user Name=user Nanme

POST Request example:



5.1.4. Refund request.

Use r ef und. do request to refund deposited money.

This request returns money paid for the order back to the client. Request causes an error if the client is not charged. The payment gate allows
multiple refunds, but their total amount cannot exceed the amount that was diposited from the client's account as a result of the order.

A user must have a corresponding permission in the system to perform this operation.

Request parameters:

Name Type Mandatory ~ Description

userName AN..30 yes Merchant's login received during registration.

password AN..30 yes Merchant's password received during registration.

orderld ANS36 yes Order number in the payment gate. Unique within the gate.
amount N..20  yes Order amount in minimal currency units (e.g. cents).

Response parameters:

Name Type Mandatory ~ Description
errorCode N3 no Error code.
errorMessage AN..512 no Description of the error.

Error codes (values of the er r or Code field)

Classification:

Value Description

0 No system error.

5 Erroneous value of a request parameter.
6 Unregistered Orderld.

7 System error.

Possible error messages:

Value Description

0 No system error



5 Access denied

5 The user must change his password

5 [orderld] is empty

6 No such order

7 Payment must be in a correct state.

7 Wrong deposit amount (less than 1 currency unit, e.g. 1 euro).
7 System error.

GET Request example:

.....................................................................................................................................................................................

https:// tws.egopay.ru/ ab/rest/refund. do?amount =500&cur r ency=810& anguage=
ru&or der | d=5e97e3f d- 1d20- 4b4b- a542- f 5995f 5e8208&passwor d=passwor d&user Nane
=user Name

anount =500&cur r ency=810& anguage=r u&or der | d=5e97e3f d- 1d20- 4b4b- a542- f 5995f
58208

.....................................................................................................................................................................................

5.1.5. Order state request

To get the current state of a registered order send data with get Or der St at us. do method (GET or POST) to the corresponding URL (see
"Address data for connections" section).

The order status should be determined by the value of Or der St at us parameter.
aut hCode field is deprecated.

Request parameters:

Name Type Mandatory ~ Description

userName AN..30 yes Merchant's login received during registration.

password AN..30 yes Merchant's password received during registration.

orderld ANS36 vyes Order number in the payment gate. Unique within the gate.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.

Error messages returned will be written in this very language.

Response parameters:



Name

OrderStatus

ErrorCode
ErrorMessage
OrderNumber
Pan

expiration
cardholderName
Amount
currency

approvalCode

authCode

Ip

Type Mandatory

bindingInfo (element consits of
clientld and bindingld):

clientld

bindingld

The Or der St at us field may have the following values:

State number

0

1

N2 no
N3 no
AN..512 no
AN..32 yes
N..19 no
N6 no
A..64 no
N..20 yes
N3 no
ANG6 no
N3 no
AN..20 no
AN..255 no
AN..255 no

Description

Order registered, but not paid off.

Description

This paramater shows order status in the payment gate. Possible values are listed in the table
below. Parameter is absent if no order with the specified ID was found.

Error code.

Description of the error in the language sent in the Language parameter of the request.
Number (identifier) of the order in the merchant's system.

Masked number of the card that was used in payment. Specified only for paid orders.
Card expiration date in the YYYYMM format. Specified only for paid orders.
Cardholder name. Specified only for paid orders.

Order amount in minimal currency units (e.g. cents).

Code of the payment currency, according to 1ISO 4217.

IPS authorization code. The field has fixed length of six characters, it can contain both numbers
and letters.

This parameter is deprecated. Its value is always "2", regardless of the order status and
processing system authorization code.

IP address of the user who payed for the order.

Number of the client (identifier) in the merchant's system. Used to implement a functional of
ligament.May be present, if the merchant is allowed to create the ligament.

Identificator of the ligament created while paying an order or used to pay for. Present only if
creation of ligaments is allowed for merchant.

Pre-authorisation amount was held (for two-phase payment)

The amount was deposited successfully

Authorization reversed

Transaction was refunded.

Authorization through the issuer's ACS initiated

Authorization declined

Error codes (values of the Er r or Code field):

Value Description

0 No system error

2 The order is declined because of an error in the payment credentials.
5 Access denied

5 The user must change his password

5 [orderld] is empty

6 Unknown order id



7 System error

GET request example:

https:// tws.egopay.ru/ ab/rest/ get Or der St at us. do?
| anguage=r u&or der | d=5e97e3f d- 1d20- 4b4b- a542- f 5995f 5e8208&passwor d=passwor d

&user Nane=user Name

POST request example:

.....................................................................................................................................................................................

{"expiration":"201512", "cardhol der Nane": "tr
tr","deposit Anount ": 789789, "currency": " 810", "approval Code": "123456", "aut hC
ode":2,"clientld":"666","bindingld":"07a90a5d-cc60-4d1lb-a9e6-ffd15974a74f"

, "ErrorCode":"0", "Error Message": " Success","Order Status": 2,"Order Nunber": "2
3asdafaf","Pan":"411111**1111", " Anmount " : 789789}

5.1.6. Extended order state request

To inquire about state of a registered order, use the get Or der St at usExt ended. do request.

Request parameters

Name Type Mandatory ~ Description

userName AN..30 vyes Merchant's login received during registration.

password AN..30 vyes Merchant's password received during registration.

orderld ANS36 yes* Order number in the payment gate. Unique within the gate.

orderNumber AN..32 yes* Number (identifier) of the order in the merchant's system.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.

Error messages returned will be written in this very language.

* It is necessary to specify whether or der | d or or der Nunber in the request. If the request contains both parameters, or der | d is a priority.

There are 3 sets of response parameters. These sets depend on "getOrderStatusExtended version" specified in merchant settings.

Response parameters for versions 01, 02,03:
The following parameters are returned regardless get Or der St at usExt ended version.



Name
orderNumber

orderStatus

actionCode
actionCodeDescription
errorCode
errorMessage

amount

currency

date

orderDescription

ip

Type
AN..32
N2

N3
AN..512
N3
AN..512
N..20
N3

ANS

AN..512

Mandatory =~ Description

yes Number (identifier) of the order in the merchant's system.

no Order status in the payment gate. The value is selected from the variants listed below. Absent, if no
matching order was found.

yes Processing system authorization code.

yes Action code description on the language passed in the parameter "Language”.

no Error code.

no Description of the error in the language sent in the Language parameter of the request.

yes Order amount in minimal currency units (e.g. cents).

no Code of the payment currency, according to ISO 4217. If not specified, assumed to be 810 (Russian rubles).

yes Date of order registration.

no Free-formed description of the order.

yes IP address of the user who payed for the order.

Element mer chant Or der Par ans is present in the reponse if the order contains merchant additional parameters. Each additional parameter is described in a
separate block by the following fields:

name

value

AN..20

AN..1024

no

no

Name of additional parameter

Value of additional parameter

Element car dAut hl nf o has structure which includes the list of element secur eAut hl nf o and the following fields:

pan
expiration
cardholderName

approvalCode

N..19
N6
A..64
ANG

no

no

no

no

Masked number of the card that was used in payment. Specified only for paid orders.
Card expiration date in the YYYYMM format. Specified only for paid orders.
Cardholder name. Specified only for paid orders.

IPS authorization code. The field has fixed length of six characters, it can contain both numbers and letters.

Element secur eAut hl nf o (includes eci parameter and element t hr eeDS| nf o with parameters cavv and xi d):

eci
cawv

xid

N..4 no
ANS..200 no
ANS..80 no

Electronic Commerce Indicator. Set just after the payment order in the case of a permit.
Cardholder Authentication Verification Value. Set just after the payment order in the case of a permit

Electronic Commerce Transaction Identifier.Set just after the payment order in the case of a permit.

Element bi ndi ngl nf o consits of the following fields:

clientld

bindingld

AN..255

AN..255

no

no

Client number (ID) in the shop system, transferred during the order registration. Presents only if a shop is
allowed to create links.

The identifier of a link created during order payment or used for payment. Presents only if a shop is allowed
to create links.

Response parameters for versions 02, 03:
If get Or der St at usExt ended version is 02 or higher, the following parameters are also returned along with parameters described above.

Name Type Mandatory
authDateTime ANS no
authRefNum  AN..24 no
terminalld AN..10 no

Description

Authorisation date and time

Reference number

Terminal Id



Response parameters for version 03:
If get Or der St at usExt ended version is 03, the following parameters are also returned along with parameters described above.

Name Type Mandatory ~ Description

Element paynment Amount | nf o consists of the following fields:

approvedAmount  N..20 no Amount hold on the client's card (only for two-phase payments)
epositedAmount N..20 no Amount confirmed for deposit

refundedAmount N..20 no Refund amount

paymentState N2 no Payment state

Element bankl nf o consists of the following fields:

bankName AN..200 no Name of issuing bank

bankCountryCode AN..4 no Code of issuing bank country

bankCountryName AN..160 no Country of issuing bank in language specified in language parameter or in user language if language parameter
is empty

The or der St at us field may have the following statuses:

State number  Description

0 Order registered, but not paid off

1 Pre-authorisation amount was held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded

5 Authorization through the issuer's ACS initiated

6 Authorization declined

Error codes (values of the er r or Code field):

Value Description

0 No system error

1 Expected [orderld] nnu [orderNumber]

2 The order is declined because of an error in the payment credentials
5 Access denied

5 The user must change his password

6 Order not found

7 System error

GET Request example:



.....................................................................................................................................................................................

https:// tws.egopay.ru/ ab/rest/ get Or der St at usExt ended. do?user Nane=user Nane
&passwor d=passwor d&or der | d=285b2973- 4d02- 4980- a54e- 57c4d0d2xxx9& anguage=r u

.....................................................................................................................................................................................

.....................................................................................................................................................................................

{"attributes":[],"date":1342007119386, "currency":"810", "anpunt": 100, "acti o
nCode": 0, "order Nunber": "1212x31334z15", "order Descri ption":"test", "order Sta
tus":2,"ip":"217.12.97.50", "acti onCodeDescri ption":"

", "merchant OrderParans":[], "cardAut hl nfo":{"expiration":"201512", "pan":"41
1111**1111", "appr oval Code": " 123456", " car dhol der Nanme" : "dsdqgdqd", " secur eAut h
Info":{"eci":5,"threeDSI nfo": {"cavv":" AAABCpEAUBNCAHEgBQAAAAAAAAA=" | " xi d":
" MDAWVDAWMVDEZ NDI wiWDcXxMTk3N ¢="}1}1}}

.....................................................................................................................................................................................

5.1.7. 3DS enrolled verification request

To inquire about state of 3DS enrolled verification, use the veri f yEnr ol | ment request.

Requiest parameters:

Name Type Mandatory =~ Description
userName AN..30 vyes User login (API)
password AN..30 vyes User password (API)
pan N12..19 yes Card number.

Response parameters:

Name Type Mandatory =~ Description

errorCode N3 no Code of the error.

errorMessage AN..512 no Description of the ErrorCode error.

isEnrolled A1 no 3ds enrolled atribute. Available values: Y, N, U.
emitterName AN..160 no Name of the issuer bank

emitterCountryCode AN..4 no Country code of the issuer bank



Possible codes for errors (the er r or Code field):

3HayeHne OnwucaHne

0

1

No system error

PAN not specified

PAN must be a number from 13 to 19 digits
The user must change his password
Access denied

No info found for specified PAN.

System error.

GET request example:

. https://tws.egopay.ru/ ab/rest/verifyEnrol | ment.do?
i user Narme=api &asswor d=***&pan=4111111111111111 §

{"errorCode":"0","errorMessage":"","eni tterName": " TEST CARD",
"em tterCountryCode":"RU", "enroll ed":"Y"} §

5.1.8. Payment by binding request

paynent Or der Bi ndi ng request is used for performing the payment by bindings (see "Address data for connections (bindings functionality)"
section).

Request parameters:

Name Type Mandatory ~ Description

userName AN..30 vyes Shop login obtained during connection

password AN..30 vyes Shop password obtained during connection

mdOrder  ANS36 yes Order number in payment system. Is unique within payment system.

bindingld  AN..255 vyes The identifier of a link created during order payment or used for payment. Presents only if a shop is allowed to create
links.

language A2 no Language in ISO 639-1 code. If it is not specified then the language which is specified in shop settings will be used by

default (default language)



ip NS15 yes Customer IP address

cve N..3 no CVC code.
This parameter is mandatory, if the merchant does not have a permission "Can pay without CVC".

email ANS..*  no Customer email address

Response parameters:

Name Type Mandatory Description
redirect ANS..* incase of SSL payment URL to which the user is redirected after the payment
info ANS..* yes The result of the payment attempt. Possible values are represented below:

® Your order is proceeded, redirecting...

® Operation declined. Please check the data and available balance of the card. Redirecting...
® Sorry, payment cannot be complete. Redirecting...

® Payment declined. Please, contact with merchant. Redirecting...

® Payment declined. Please, contact with merchant. Redirecting...

® Payment declined. Please, contact with your bank. Redirecting...

® Payment declined. Please, contact with your bank. Redirecting...

® Can't connect with your bank. Please, contact with your bank. Redirecting...

® Processing timeout. Please, try again later. Redirecting...

success N1 yes Code of the error

error AN..* in case of error Description of the ErrorCode error
acsUrl  ANS..* incase of 3DS payment URL for redirection from ACS
paReq  ANS..* incase of 3DS payment Payment Authentication Request

termUrl  ANS..* in case of 3DS payment Payment Authentication Request

Possible codes for errors (the success field):

Value Description

0 Success

1 It is necessary to specify CVC2/CVV2, since the merchant does not have a permission to provide payments without CVC.
1 Incorrect CVC format

1 Invalid language

2 No binding found

2 No order found

5 User must change his password

5 Access denied

7 System error

POST request example:

. mdOrder =65401edc- 3f al- 4112- 87f d- a569ca69f b6a&bi ndi ngl d=41954212- 70a7- 4eae-
i 8430-90cla87beda7? §

Response example:



i {"info":"Your order is proceeded, redirecting...", i
"redirect”:"finish.htm ?l ogi n=user nane&passwor d=t est Pwd&or der | d=65401edc-
. 3fal-4112-87fd- a569ca69f b6a",
. "success": 0}

5.2. Two-phase payment requests

5.2.1. Order preauthorization request

To register an order in the payment gate use r egi st er . do request (see "Address data for connections" section).

Request parameters:

Name Type Mandatory ~ Description

userName AN..30 yes Merchant's login received during registration.

password AN..30 yes Merchant's password received during registration.

orderNumber AN..32 yes Number (identifier) of the order in the merchant's system.

amount N..20 yes Order amount in minimal currency units (e.g. cents).

currency N3 yes Code of the payment currency, according to 1ISO 4217.

returnUrl AN..512  vyes Web address that the client should be redirected to after successful payment. Absolute link must be specified.

failUrl AN..512 no Web address that the client should be redirected if the payment failed. Absolute link must be specified.

description AN..512 no Free-formed description of the order.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's
settings.

pageView ANS..20 no This parameter indicates what type of payment interface pages should be uploaded for the payer. Possible
values:

® DESKTOP — to upload pages designed for displaying on PC monitors (pages with names paynent _<| oc
al e>. htm anderrors_<I ocal e>. ht Ml from archive of payment interface pages);

® MOBI LE - to upload pages designed for displaying on mobile devices (pages with names nobi | e_paym
ent _<l ocal e>. htnl and nobi | e_errors_<l| ocal e>. ht M from archive of payment interface
pages);

® |f the merchant has pages with names formed by adding of some prefix to the template part of the page
name, then you can specify necessary prefix in the pageVi ew parameter in order to redirect client to the
corresponding page. For example, if pageVi ew=i phone then pages with names i phone_paynent _<I|
ocal e>. html andi phone_error_<I ocal e>. ht ml will be used.

Where:

| ocal e — the page language in 2-alpha code according to ISO 639-1, e.g. r u for Russian and en for
English.

Default value is pageVi ew=DESKTOP.

clientld AN..255 no Client number (ID) in the shop system. It is used for bundles functionality implementation. Presents only if a
shop is allowed to create links.

merchantLogin AN..255 no To register the order from the name of the child merchant, specify its login in this parameter.



jsonParams AN..1024 no

sessionTimeoutSecs N...9 no
expirationDate ANS no
bindingld AN..255 no

Block for sending of merchant additional parameters. Fields of additional information for storage, should be
sent as:

{"<nanmel>":"<val uel>", ..., "<naneN>":"<val ueN>"},
These fields may be passed to the bank processing for their representation in registers.*
This functionality can be switched on during the integration period at the agreement with bank.

If notification of the client is switched on for the merchant, this block should contain parameter with name enai
| which value is a client's email.

Duration of order life in seconds.

If the parameter is not specified, then the value from merchant settings is used, otherwise - the default value
(1200 seconds - 20 minutes).

If the request contains expi r at i onDat e parameter, the parameter sessi onTi meout Secs is ignored.
Date and time of termination of order life. Format: yyyy- MM ddTHH: nm ss.

If this parameter is not specified, the sessi onTi neout Secs parameter is used to determine date and time of
termination of order life.

Identificator of the binding, that was created earlier. May be used only if the merchant has permission to work
with bindings. If this parameter is sent in the request, that means:

1. This order may be payed only by binding;

2. The payer will be redirected to a payment page, where entering of CVC only is required.

* By default the following fields are passed to the bank processing:

® order Nunber — order number in the merchant system;
® descri ption — order description (not more than 99 simbols, the following simbols are forbidden to use - %, +, \r, \n).

If additional parameter with name ner chant Or der | d is sent with the order, then its value will be passed to the bank processing as
order number (instead of value of or der Nunber field).

Response parameters:

Name Type Mandatory  Description

orderld ANS36 no Order number in the payment gate. Unique within the gate. Absent if order registration failed (error is described in er r
or Code).

formUrl AN..512 no URL of the payment form that the client should be redirectd to. Absent if order registration failed (error is described in e
rror Code).

errorCode N3 no Code of the error that occurres during registration.

errorMessage AN..512 no Description of the error in the language sent in the | anguage parameter of the request.

Error codes (values of the er r or Code field)
Errors classification:

Value Description

0 No system error.

1 Order number is duplicated, order with given order number is processed already
3 Unknown currency

4 Mandatory request parameter was not specified

5 Erroneous value of a request parameter.

7 System error.

Possible error messages:



Value Description

0

1

1

No system error

Order with this number was already processed.
Order with this number was registered, but was not paid off.
Invalid orderNumber

Unknown currency.

Order number is empty

Empty merchant user name

Empty amount

Return URL cannot be empty

Password cannot be empty

Invalid value of one of the parameters

Access denied

The user must change his password

Invalid [jsonParams]

System error

GET Request example:

.....................................................................................................................................................................................

https:// tws.egopay.ru/ ab/rest/regi ster. do?anount =100&cur r ency=810& anguag
e=r u&or der Nunber =87654321&passwor d=passwor d& et ur nUr | =htt ps: //web. r bsuat . c
oml ab/ fi ni sh. ht M &user Nane=user Nane& sonPar ams={" or der Nunber": 1234567890} &
pageVi ew=MOBI L&expi r ati onDat e=2014- 09- 08T14: 14: 14&rer chant Logi n=nerch_chi l d

.....................................................................................................................................................................................

anount =100&cur r ency=810& anguage=r u&or der Nunber =87654321&r et ur nUr | =htt ps:/
| tws.egopay.ru/ ab/finish. htm & sonPar anms={" or der Nunber ": 1234567890} &ageV
i ew=MOBI L&expi rati onDat e=2014- 09- 08T14: 14: 14&ner chant Logi n=nmerch_chi |l d

.....................................................................................................................................................................................

{"orderld":"70906e55-7114- 41d6- 8332- 4609dc6590f 4", "fornmr|":"https://web.r
bsuat . conf ab/ mer chant s/t est/ nobi | e_paynent _ru. ht M ?2ndOr der =70906e55- 7114- 4
1d6- 8332- 4609dc6590f 4"}



5.2.2. Order payment request

Validation of card data is performed in accordance with the table:

Name

PAN

CcvC

YYYY,
MM

TEXT

Description

Full card number

CVC code

Year, month of card
expiry

Cardholder name

5.2.2.1. Internal MPI .

Validation

Luna validation (checking if the card number is real), the number of digits in the card number - from 13 to
20

3 digits

The date in present or future. It the card expiry is a current month, the payment is possible untis the end
of the month

Is not verified

Use paynent or der . do method for payment request.

Only POST request is supported.

Request parameters:

Name
userName
password
MDORDER
$PAN
$cvc
YYYY
MM
TEXT
language
ip

email

Type Mandatory =~ Description

AN..30 yes Merchant login received after merchant registration
AN..30 yes Merchant password received after merchant registration
ANS36 yes Order number received after order registration

N..20 yes Card number

N..3 yes cvC

N..4 yes Expiry year

N..2 yes Expiry month

A.512 yes Cardholder name

A.2 yes Response language

AN..19 no IP address of the payer

ANS..* no Email address of the payer. If the merchant intends to send notifications about operations with the order to the

bindingNotNeeded boolean  no

jsonParams

AN..1024 no

Response parameters:

Name
errorCode

error

Type Mandatory
N..1 yes
AN..512 no

payer, this parameter should be specified.
Possible values:

® true - turns off the creation of binding after successful payment (client identifier, sent with order
registration request, will be deleted from order details after the payment);

® fal se — successful payment may result binding creation (under the appropriate conditions). This value is a
default value.

Fields of additional information for storage, the type is { " par ani': "val ue", " paran": "val ue2"}. These
fields may be transferred to the bank processing for their representation in registers.

Fields or der Nunber and its descri pti on are sent to the bank processing by default (not more than 99
simbols, the following simbols are forbidden to use - %, +, \r, \n).

This functionality can be switched on during the integration period at the agreement with bank.

Description
Code of the error that occurred in the process of the refund.

Description of the error in the language specified in the Language field of the request.



info AN..512 no The result of the payment attempt. Possible values are represented below:

Your order is proceeded, redirecting...

Operation declined. Please check the data and available balance of the card. Redirecting...
Sorry, payment cannot be complete. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Can't connect with your bank. Please, contact with your bank. Redirecting...

Processing timeout. Please, try again later. Redirecting...

redirect AN..512 no Address for return after the payment
termUrl AN..512 no Is not used in payments, that does not require additional authentication on Issuing bank ACS.
acsUrl AN..512 no Is not used in payments, that does not require additional authentication on Issuing bank ACS.

paReq AN..512 no Is not used in payments, that does not require additional authentication on Issuing bank ACS.

Possible codes for errors (the er r or Code field):

Name Type

0 No system error

5 There are no payment attempts any more
5 System or intenal error

Request example:

MDORDER=0d4b02cb- 5147- 4232- 9012- 4d38c743ahr 6&
i $PAN=5555555555555599&$CVC=123&YYYY=2015&MVE12&TEXT=Car d Hol der & anguage=ru |

{"redirect":"ww.ya. r u?MDORDER=8cf b5¢c89- c2db- 49e4- 80c5- a0569c897cbf &QANSVER
=0B8CYBFxm +ver si on¥8D%221. 0%22+encodi ng¥3DY22UTF- 892 2¥%8FY8EYOAYBCPSApi Resu
I t+pri mar yRCY8DUR20%22+secondar yRCY8DYR20%2 292 F¥3E&STATE=paynent _deposi t ed
&ACTI ON_CODE=0&AUTH_CODE=2", "i nfo": " Your order is proceeded,
redirecting...","errorCode": 0}

Response example in case of 3DS-payment, that requires additional authentication on Issuing bank ACS:



{"info":"Your order is proceeded, redirecting...",

"acsUrl ":"https:// tws.egopay.rul/ acs/auth/start. do",

"paReq": " eJxVUdFygj AQ BWEOxKi oNQB4t Ci r Qtoo/ QDKNwWAVYI GENuvbyJQ60Nmdu8unB80ez
K/ FUbugqPKS\ nuzolTF1DHpdJzl NX/ wi XT44+ZxBmAt Hf YOwl ZBBgVUUpanni 6kVWA RnsPV2e
GhXKzEpZl yADFRe\ nEXEVBZpBFJOf Vnt nj aYTOWTSUyhQr Hw2Bd|l BAFGBbI 8X51 s8zeplzhHi r

hx2f Baf LOINQYYEG E\ nkW/1f ZoROr at kZZl ek RDNEBUB8j dwbZRqJJK1zxhge+13Vn8bM.D9
yZM7eDLs4Lw4AJRESBENOKR\ nSS3TNM2NG PTnivnS+600UaEs MG Kr vpQR+Gk XvEee/ 9r | LMUM
ur hHwivDv J5Kj nJC5veHgdxdv76r\ nFONaxuSveRl vnyf eWkj sNk4QHXJaFZ/ V+NI uvba3l aWry
4i oTTt JRYA0OGdKvj f @ | ehh1b8el 7SS\ n",

"termr|":"https:// tws.egopay.rul: 443/ ab/rest/fini sh3ds. do",

"error Code": 0}

If 3-D Sucure technology is required to perform payment, then after the response to the payment request has been received the merchant
must redirect the client to ACS:

In order to redirect client to ACS, the merchant must perform redirection to the adress specified in the acsUr | parameter with the body of
the request:

MD=ndor der &PaReqg=par eq&Ter nlr | =t er mr |,
Where:

® ndor der - unique order number in the payment gate system,
® par eq - a parameter from the response to the payment request,
® ternlrl -aparameter from the response to the payment request.

Depending on integration scheme the client after authentication on ACS will be redirected to merchant or to the payment gate. Processes of
payment completion for each of these cases are represented below.

5.2.2.1.1. Return to payment gate from ACS

Issuing bank ACS executes authentication of the cardholder and redirects him to the payment gate sending PARes. If the client was authorized on
ACS successfully the payment gate authorizes the order. Otherwise the order preauthorization is declined.

5.2.2.1.2. Return to merchant from ACS. The scheme with use of additional method Finish 3DS

In this scheme issuing bank ACS executes authentication of the cardholder and redirects him to the merchant. PARes from ACS is sent to the
merchant. Then the merchant transfers it to the payment gate by the f i ni sh3DSPaynent . do method.

Description of f i ni sh3DSPaynent . do is represented below:

Request parameters:

Name Type Mandatory =~ Description
mdOrder AN..30 yes Order number received after order registration

paRes yes Payer Authentication Response

Response parameters:

Name Type Mandatory = Description



redirect AN..512 no URL of the payment form, where the client's browser to be redirected.
errorCode N3 no Code of the error that occurred in the process of the refund.

error AN..512 no Description of the error in the language specified in the Language field of the request.

If errorCode = 0 - the payment was executed successfully. For other cases see error description.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error.

5 Access denied

5 The user must change his password
7 The order was not found

7 System error

Request example:



https:// tws.egopay.ru/ ab/rest/fi ni sh3dsPayment. do?ndOr der =906bf 262- bd53- 4
ac7-983c-07127954681b&paRes=eJzFV2uTokoS%2FSs Tcz8aPYCC6A3H OKNCshT8Bt Cy RuU
N2 Fz6RXu6p%?2B9s78bsbt xYI gyLE5VIns08%WDYOAl VUbl ywhZHToNSXchi RYV\WMAVOTY2B96
9ZFXz Dvmi3R6DB60n4gqwWM#@2Bdq%@2 FwhVi 58AVF XvAXI y SW.95] 99 DY®AQUL U8y DOHWYt LKuoyL
f YNORFTbf | O8vU7OSy9083g7cb07Jcpbf EAuUXSDYR2FH dZLAUNS25QV4AHGE2BSnY0DYOAXbF5
j KopxD7yt x| Dut cf OypGM gG 8nj 2M j 8n2DPGZsf Le@znK4Si BEl %2BwW5Z%2Fo8k9si uaJb2
4APYODYOAdyY Ar meNn3NEDRRXQF sc20HCXM/ WG7x Bcb5P1t AY2Ft bkc OH1QZ5H2%2 BOnY2BHA3Hy L
f ni w6Zl 8T9%2Bj GsLeb%ODYOACs 0%2BDeuJb6r ar Zt q62y QHEONS7bt FgBAUQ 9%2FI ELI vNechT
SAt 2ei %2B5yygV60RYkpgOn%2FaQXSoCi j Y@DYOACsweof 4V2CCPUIBNYr chPQr y6\WM 9%2FNJIn
aV59%2Fxr WelPBOT67] u3%@2BFaUATKS i CDoGpkn?/@2BFUUWR2 FPHLYODYOALQr 6Yn4t 92Fi Mz2s
2LPPLcNBr deqoKCdZh4X95j) %2B0zN4b281 GhGku¥RFTK5ePAzPXx41 usCl y Sf yudMPYO DYO Az H
7nK78GMLbuSxW6j 4JG nQ3W wCh8VAbY2BYnvj 96x %2 BY2 FqQwCnBVY2Fzf RvEXy0cCbP8t N
Gr7hl vTHg%ODYOAZI d%2BdROXC5bRZOWYBGUMX0TS9ze715kb5D38HIxeEY2FI hwv4nhgxy1zVg
8VNYF6J7bl Q75sC31BX1%DYOAVT nyZl dDmvh25uRqdQonBIR2FFgl VI | KAGVHf | HBY2 FQYf HI KQ
uagyA0JJCOEi | ¥2FEj) 267KDx4zB6cpEayhj YODYOA6JG XBat 9Pu51hZ3S7Rgl aN3A4Pn%2BpAp
| zUt eVKY2FNnf t | f CCar w7pnsi Lt 3N6B2M OSdk F92BC7x%2BSYODYOA9I1 Pl Hg6vr GMCXTNu7b
60aF] W XWjl nkf kESRLgyaBsE9AJ 1l gUDcgWPO5SNOol | 6k QDKOY2Fqd18XLYODYOAGI FZi | IN
| LGgpOewowlZooBj gNQyJAL0TOAW gr u2c5nHHs Xnnl ul NSuo1%2FxA9vJqnbpPWIA46uUt %O D%
0AZNACdf NpbLj ML6hE4TZj sKj ESJ0cA1QazV7i i gkTn5g0vndyr AHCS@WEYWCi XasqSeZYDy
6r cWUO DYOAKFQOV YX LHFV qGQbs X92 FHKABI 1sxhWk8DgaQ 6Sf T4FD3Yu%2FayULvgvQoYldnt
i 7MYt pAVMhpz BRAOFYODYOAKs| vOQVFTYMARZBTT uSW BpgpBl n7c6t BEGPTY2BHRv6yRIc0%2Bt y
ewb7x1d7%2FHz ClvzWJ3a3all 313Gt YOD¥OAehYNnIExwi yPj NmhYai 11x1 1 51i NddRTTI A
zl T7dj | kvr osh6ELbanzLp6yaj Dc4y2knx EW/ Bl | YO DYOAKC3t cj %2Bni i 1mVE3l 90Rdgx0OhRL
p1FVZWSEEgUQDwWe e CKT26 COUVCQxWKel hOThalLcKli FHY2BNCr Lp%®DY®A9z Kcp46PCc10OESB]
f Xyx024SD8@RFmluYeqlLGUzbVqqPVZ655t t t Z5si qEsCf 60y HkqDOucE5aaE3%D¥®Aspl OLe
QI7yXGZFNTOt i O6Z62DNuFnWir t Zet WL92F8t R67Z1xsp3l SmLhd%2Fy| f 3Gu¥2BWCDC87nmR21X
t KODYOA7VHCNQdRXi cF4h7meknSghDFB2MARZFi zt SSXal ef | BFpAr c5¢QSGns 1nOCXEc FUVHhZ
QCt WKPy | qdy Y0 DYOAKXI KDg59pLYz%2FoQcIXV1a%2FBlsYLt ej Baxy2ql X3ER99Uc K2y q\Wsd
A qj H3d ndf Kf n8sMW3c C86%DYOAMWWI ShdNQpl 40hvsJINST | f npVPPxI dXoplSnKuc REQpd
vf 59%2FSI VmFHGY2Fi r VHLh3j P8nqR4f vH51 YO DY Al X9K9SSHkx Svv 92 FI FE9%2Bp2mTAOFSk
TbUR 91ScOZHI64buTgh51 GLCO3GhF6j wadOf Ywt 6NB7 1DYODYOAQe2eVhgUG oc4l q0A4Y%
2F2g1g6eKy17BbQczZ1pl yl t 2Lt PcPAQOKYi %2BWhz VUSOUVhS10vBaTZl %2Fe%DYOAZ0vr YA
y9Tt QZKUz Ywhl CxW2c9%2Bx| OPt 3r 3F1suLhqg4r Ca2Xbf dl RTEFUnNMKAFVI Hz0ZM9e Ts VAF6%0
DY®Aoi hdhwoCbhqg2Pi Mox CEEgYKLP6vVI N2TNU91gvQZdY16DygDLOBhq¥%2Fnr Kg5f hdl Ss9t uvb
Sf ALvhl 5%9D%9A9s aKf 9PWjdC0y hCOWS0y sb2dxkbj 7g0i aUMVHETKM/2Fqc80oXBej apt C2Tt
GZapgt wKf FKr j TXRy H/& DY) AHXO4uXNLq1K3gf Z8vcJP6 TGy UUOYWIR Fc%@2B@Bbs OFCxnDf 2i R
cyFd8HXHZ3URLy GLge EWBTpDdgeWI %0 DY®AgDGXy nk0LJe0pl1z6kp51QNKG JgeBGVGYQn (@2
RuLdCzZL689KZ701Ldz64TM95x SWA1Kgx 25Ki 92 FYODYOAI LNg9Oui op¥2F2bTE1pPbWDI qHt Bp
YR F5eXPwhj M7 7Bt 8t Q¥2B273%2BHsnBS1bt J8ni sgF6%2Bdl dWewXr BNj Y9D¥®Aducb%@2BJsP
28r SOdEpwxd24SXzU5GLpj aUDl Cnl LPt %2 FV7XFB2%2BVYNG7t MR2FpS2UkeKdTUd4J3Hr G32v7
%D Ael gx2t nPATY2FLnVpCL9%2BMSdk 17UOv MUwaubWoMbeZJo2p8Cf Xr CuHIS3Xj cl U9hXTo
TYe9DCACqpj | YODYOAPNKUgl pMKT79g0SA j Yt %2F5cANM | XFDDDi Ovc SpXVsr QKkpAr gPX22W
LQESbKFQTUWVTbat 675WPOF %9DY®AHYel kE6I JQDY2BZceRZX¥2BJH 2BnNODWI%2Bdg%2BqCCn
nEEG EqUr SoNJhQe AXW hEy YMhv uOQYb YGGUCOL YO DYO AuhK6 Mo Or Gec S6CD7KUOETsk YXSWI5
SB2xP3qh1UJInKsBncxEd602Jvf r Yr g2LkLr dOMKk8hj nB¥RFAODYOA7naxyl HVT7r QQJ15i TUu
XhZuM i c3BxPzTK7r DX0s46D%2FDawn 1 u9nx5%2Bnyud19Hk 7f t yf Pt 6a%2 FWFG0 DYO ADPns %0
DY®A&user Nanme=l ogi n&passwor d=passwor d

Response example:



{"redirect":"http://ya.ru?order| d=906bf 262- bd53- 4ac7-983c-07127954681b", "e

rror Code": 0}

5.2.2.2. External MPI .

Use paynent or der . do method for payment request.

Request parameters:

Name Type
userName AN..30
password AN..30
MDORDER ANS36
$PAN N..20
$cvc N..3
YYYY N..4
MM N..2
TEXT A.512
language A.2
ip AN..19
email ANS..*

bindingNotNeeded boolean

jsonParams AN..1024

Mandatory =~ Description

yes
yes
yes
yes
yes
yes
yes
yes
yes
no

no

no

no

Merchant login received after merchant registration
Merchant password received after merchant registration
Order number received after order registration

Card number

CcvC

Expiry year

Expiry month

Cardholder name

Response language

IP adress of the payer

Email address of the payer. If the merchant intends to send notifications about operations with the order to the
payer, this parameter should be specified.

Possible values:

® true - turns off the creation of binding after successful payment (client identifier, sent with order
registration request, will be deleted from order details after the payment);

® fal se — successful payment may result binding creation (under the appropriate conditions). This value is a
default value.

Fields of additional information for storage, the type is { " par ant': "val ue", "paran2": "val ue2"}. These
fields may be transferred to the bank processing for their representation in registers. * This functionality can
be switched on during the integration period at the agreement with bank.

In case of external MPI using, IPS expects that gach payment request contains "eci " parameter. If this
parameter value differs from the values used for SSL-authorizations, it is necessary to send "xi d" and "cavv
parameters.

* Fields or der Nunber and its descri pti on are sent to the bank processing by default (not more than 99 simbols, the following simbols are

forbidden to use - %, +, \r, \n)

Response parameters:

Name Type Mandatory

errorCode N..1 na

error AN..512  HeT

Description
Code of the error that occurred during registration of the order.

Description of the error in the language specified in the Language parameter of the request.



info AN..512 HeT The result of the payment attempt. Possible values are represented below:

Your order is proceeded, redirecting...

Operation declined. Please check the data and available balance of the card. Redirecting...
Sorry, payment cannot be complete. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with merchant. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Payment declined. Please, contact with your bank. Redirecting...

Can't connect with your bank. Please, contact with your bank. Redirecting...

Processing timeout. Please, try again later. Redirecting...

If errorCode = 0 and info = "Your order is proceeded, redirecting" - the payment was executed successfully. For other cases see erro description.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error
5 There are no payment attemps any more
5 System or internal error

Request example:

MDORDER=0d4b02ch- 5147- 4232- 9012- 4d38c743ahr 6&$PAN=5555555555555599&$CVC=12
| 3&YYYY=2015&MVE12&TEXT=Car d §
E Hol der & anguage=r u& sonPar ans{"eci ": " 05", "xi d": " MDAWVDAWMVDEZz Mzky M g50ODEXNT E
L c=","cavv": " AAABCPEChRVE! omAKFAAAAAAAAA=" }

{"info":"Your order is proceeded,
redirecting...","redirect":"finish.htm ?order| d=00d4b02cb-5147-4232-9012-4
d38c743ahr 6", "success": 0}

5.2.3. Order completion request

Use deposi t . do request to complete preauthorized payment.

This operation can be performed if there is a corresponding permission in the system.

Request parameters:

Name Type Mandatory =~ Description
userName AN..30 vyes Merchant's login received during registration.
password AN..30 vyes Merchant's password received during registration.

orderld ANS36 vyes Order number in the payment gate. Unique within the gate.



amount N..20 yes Order amount in minimal currency units (e.g. cents).

Attention!!! If you specify zero in anbunt parameter, completion occurs for the entire pre-authorized amount.

Response parameters

Name Type Mandatory  Description
errorCode N3 no Error code.
errorMessage AN..512 no Description of the error.

Error codes (values of the errorCode field)

Error classification:

Value Description

0 No system error.

5 Erroneous value of a request parameter.
6 Unregistered Orderld.

7 System error.

Possible error messages:

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 Invalid amount

5 Deposit amount must be zero, or more than 1 currency unit (e.g. 1 euro).
6 Wrong order number.

7 Payment must be in a correct state.

7 System error.

GET Request example:

https:// tws.egopay.ru/ ab/rest/deposit. do?

anount =100&cur r ency=810& anguage=r u&or der | d=e5b59d3d- 746b- 4828- 9da4- 06f 126
e01b68

&passwor d=t est Pmd&user Nane=t est t est

POST Request example:



f anount =100&curr ency=810& anguage=r u&or der | d=e5b59d3d- 746b- 4828- 9da4- 06f 126
i e01b68

E {"errorCode": 0} |

5.2.4. Order reversal request

To cancel payment of the order, use r ever se. do request. This functionflity is available for a limited period, that is specified by the Bank.
The reversal operation may be performed only once. If the reversal request caused an error, the next try will not be successful.

The reversal operation is available for merchants only under agreement with the Bank. To perform the reversal request a user must have an
appropriate permission.

Request parameters:

Name Type Mandatory ~ Description

userName AN..30 vyes Merchant's login received during registration.

password AN..30 yes Merchant's password received during registration.

orderld ANS36 yes Order number in the payment gate. Unique within the gate.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.

Error messages returned will be written in this very language.

Response parameters:

Name Type Mandatory = Description
errorCode N3 no Error code.
errorMessage AN..512 no Description of the error.

Error codes (values of the errorCode field):
Error classification:
Value Description
0 No system error.
5 Erroneous value of a request parameter.

6 Unregistered Orderld.



7 System error.

Possible error messages:

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 [orderld] is empty

6 No such order

7 Payment must be in a correct state.

7 Reversal is impossible. Reason: wrong internal values, check hold and deposited amounts.
7 System error.

GET Request example:

https:// tws.egopay.rul/ ab/rest/reverse. do?l anguage=en&or der | d=80c45f 2e- 8db
4-4d20- 9324-5b784al1f d8c3&passwor d=passwor d&user Nane=user Name

.....................................................................................................................................................................................

5.2.5. Refund request.

Use r ef und. do request to refund deposited money.

This request returns money paid for the order back to the client. Request causes an error if the client is not charged. The payment gate allows
multiple refunds, but their total amount cannot exceed the amount that was diposited from the client's account as a result of the order.

A user must have a corresponding permission in the system to perform this operation.

Request parameters:

Name Type Mandatory = Description

userName AN..30 vyes Merchant's login received during registration.



password AN..30 yes Merchant's password received during registration.

orderld ANS36 vyes Order number in the payment gate. Unique within the gate.

amount N..20  yes Order amount in minimal currency units (e.g. cents).

Response parameters:

Name Type Mandatory ~ Description
errorCode N3 no Error code.
errorMessage AN..512 no Description of the error.

Error codes (values of the er r or Code field)

Classification:

Value Description

0

5

No system error.
Erroneous value of a request parameter.
Unregistered Orderld.

System error.

Possible error messages:

Value Description

0

5

No system error

Access denied

The user must change his password

[orderld] is empty

No such order

Payment must be in a correct state.

Wrong deposit amount (less than 1 currency unit, e.g. 1 euro).

System error.

GET Request example:

https:// tws.egopay.ru/ ab/rest/refund. do?anmount =500&cur r ency=810& anguage=
ru&or der | d=5e97e3f d- 1d20- 4b4b- a542- f 5995f 5e8208&passwor d=passwor d&user Nane
=user Name

POST Request example:



f anount =500&cur r ency=810& anguage=r u&or der | d=5e97e3f d- 1d20- 4b4b- a542- f 5995f
i 5e8208

5.2.6. Order state request

To get the current state of a registered order send data with get Or der St at us. do method (GET or POST) to the corresponding URL (see
"Address data for connections" section).

The order status should be determined by the value of Or der St at us parameter.

aut hCode field is deprecated.

Request parameters:

Name Type

userName AN..30
password  AN..30

orderld ANS36

language A2

Mandatory

yes
yes
yes

no

Response parameters:

Name

OrderStatus

ErrorCode
ErrorMessage
OrderNumber
Pan

expiration
cardholderName
Amount
currency

approvalCode

authCode

Ip

bindingInfo (element consits of

clientld and bindingld):

Description

Merchant's login received during registration.

Merchant's password received during registration.

Order number in the payment gate. Unique within the gate.

Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.

Error messages returned will be written in this very language.

Type
N2

N3
AN..512
AN..32
N..19
N6
A..64
N..20
N3

ANG

N3

AN..20

Mandatory

no

no
no
yes
no
no
no
yes
no

no

no

Description

This paramater shows order status in the payment gate. Possible values are listed in the table
below. Parameter is absent if no order with the specified ID was found.

Error code.

Description of the error in the language sent in the Language parameter of the request.
Number (identifier) of the order in the merchant's system.

Masked number of the card that was used in payment. Specified only for paid orders.
Card expiration date in the YYYYMM format. Specified only for paid orders.
Cardholder name. Specified only for paid orders.

Order amount in minimal currency units (e.g. cents).

Code of the payment currency, according to ISO 4217.

IPS authorization code. The field has fixed length of six characters, it can contain both numbers
and letters.

This parameter is deprecated. Its value is always "2", regardless of the order status and
processing system authorization code.

IP address of the user who payed for the order.



clientld AN..255 no Number of the client (identifier) in the merchant's system. Used to implement a functional of
ligament.May be present, if the merchant is allowed to create the ligament.

bindingld AN..255 no Identificator of the ligament created while paying an order or used to pay for. Present only if
creation of ligaments is allowed for merchant.

The O der St at us field may have the following values:

State number  Description

0 Order registered, but not paid off.

1 Pre-authorisation amount was held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded.

5 Authorization through the issuer's ACS initiated

6 Authorization declined

Error codes (values of the Er r or Code field):

Value Description

0 No system error

2 The order is declined because of an error in the payment credentials.
5 Access denied

5 The user must change his password

5 [orderld] is empty

6 Unknown order id

7 System error

GET request example:

.....................................................................................................................................................................................

https:// tws.egopay.ru/ ab/rest/ get Or der St at us. do?
| anguage=r u&or der | d=5e97e3f d- 1d20- 4b4b- a542- f 5995f 5e8208&passwor d=passwor d
&user Name=user Nanme

POST request example:



Response example:

{"expiration":"201512", "cardhol der Nane": "tr

tr","deposit Anount ": 789789, "currency": " 810", "approval Code": "123456", "aut hC
ode":2,"clientld":"666","bindingld":"07a90a5d-cc60-4d1lb-a9e6-ffd15974a74f"
, "ErrorCode":"0", "Error Message": " Success","Order Status": 2,"Order Nunber": "2
3asdafaf","Pan":"411111**1111", " Anount ": 789789}

5.2.7. Extended order state request

To inquire about state of a registered order, use the get Or der St at usExt ended. do request.

Request parameters

Name Type
userName AN..30
password AN..30
orderld ANS36
orderNumber = AN..32

language A2

Mandatory
yes
yes

*

yes
"

yes

no

Description

Merchant's login received during registration.

Merchant's password received during registration.

Order number in the payment gate. Unique within the gate.

Number (identifier) of the order in the merchant's system.

Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.

Error messages returned will be written in this very language.

* It is necessary to specify whether or der | d or or der Nunber in the request. If the request contains both parameters, or der | d is a priority.

There are 3 sets of response parameters. These sets depend on "getOrderStatusExtended version" specified in merchant settings.

Response parameters for versions 01, 02,03:
The following parameters are returned regardless get Or der St at usExt ended version.

Name
orderNumber

orderStatus

actionCode
actionCodeDescription
errorCode
errorMessage

amount

currency

date

orderDescription

ip

Type
AN..32
N2

N3
AN..512
N3
AN..512
N..20
N3

ANS

AN..512

Mandatory = Description
yes Number (identifier) of the order in the merchant's system.

no Order status in the payment gate. The value is selected from the variants listed below. Absent, if no
matching order was found.

yes Processing system authorization code.

yes Action code description on the language passed in the parameter "Language”.

no Error code.

no Description of the error in the language sent in the Language parameter of the request.

yes Order amount in minimal currency units (e.g. cents).

no Code of the payment currency, according to ISO 4217. If not specified, assumed to be 810 (Russian rubles).
yes Date of order registration.

no Free-formed description of the order.

yes IP address of the user who payed for the order.

Element mer chant Or der Par ans is present in the reponse if the order contains merchant additional parameters. Each additional parameter is described in a
separate block by the following fields:

name

AN..20

no Name of additional parameter



value AN..1024 no Value of additional parameter

Element car dAut hl nf o has structure which includes the list of element secur eAut hl nf o and the following fields:

pan N..19 no Masked number of the card that was used in payment. Specified only for paid orders.

expiration N6 no Card expiration date in the YYYYMM format. Specified only for paid orders.

cardholderName A..64 no Cardholder name. Specified only for paid orders.

approvalCode ANG6 no IPS authorization code. The field has fixed length of six characters, it can contain both numbers and letters.

Element secur eAut hl nf o (includes eci parameter and element t hr eeDS| nf o with parameters cavv and xi d):

eci N..4 no Electronic Commerce Indicator. Set just after the payment order in the case of a permit.
cawv ANS..200 no Cardholder Authentication Verification Value. Set just after the payment order in the case of a permit
xid ANS..80 no Electronic Commerce Transaction Identifier.Set just after the payment order in the case of a permit.

Element bi ndi ngl nf o consits of the following fields:

clientld AN..255 no Client number (ID) in the shop system, transferred during the order registration. Presents only if a shop is
allowed to create links.

bindingld AN..255 no The identifier of a link created during order payment or used for payment. Presents only if a shop is allowed
to create links.

Response parameters for versions 02, 03:
If get Or der St at usExt ended version is 02 or higher, the following parameters are also returned along with parameters described above.

Name Type Mandatory =~ Description

authDateTime ANS no Authorisation date and time
authRefNum  AN..24 no Reference number
terminalld AN..10 no Terminal Id

Response parameters for version 03:
If get Or der St at usExt ended version is 03, the following parameters are also returned along with parameters described above.

Name Type Mandatory ~ Description

Element paynment Amount | nf o consists of the following fields:

approvedAmount  N..20 no Amount hold on the client's card (only for two-phase payments)
epositedAmount N..20 no Amount confirmed for deposit

refundedAmount N..20 no Refund amount

paymentState N2 no Payment state

Element bankl nf o consists of the following fields:

bankName AN..200 no Name of issuing bank
bankCountryCode AN..4 no Code of issuing bank country
bankCountryName AN..160 no Country of issuing bank in language specified in language parameter or in user language if language parameter

is empty



The or der St at us field may have the following statuses:

State number  Description

0 Order registered, but not paid off

1 Pre-authorisation amount was held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded

5 Authorization through the issuer's ACS initiated

6 Authorization declined

Error codes (values of the er r or Code field):

Value Description

0 No system error

1 Expected [orderld] unu [orderNumber]

2 The order is declined because of an error in the payment credentials
5 Access denied

5 The user must change his password

6 Order not found

7 System error

GET Request example:

https:// tws.egopay.ru/ ab/rest/ get Or der St at usExt ended. do?user Nane=user Nane
&passwor d=passwor d&or der | d=285b2973- 4d02- 4980- a54e- 57c4d0d2xxx9& anguage=ru

.....................................................................................................................................................................................

Response example:



{"attributes":[],"date": 1342007119386, "currency":"810", "anpunt": 100, "acti o
nCode": 0, "order Nunber": "1212x31334z15", "order Descri ption":"test", "orderSta
tus":2,"ip":"217.12.97.50", "acti onCodeDescri ption":"

", "merchant OrderParans":[],"cardAut hI nfo": {"expiration":"201512", "pan":"41
1111**1111", "appr oval Code": "123456", " car dhol der Nanme": "dsdqgdqd", " secur eAut h
Info":{"eci":5,"threeDsSI nfo":{"cavv": " AAABCpEAUBNCAHEgBQAAAAAAAAA=" | " xi d":
" MDAWIVDAWVDEZ NDI wWDcXxMTk3N ¢="}1}1}}

.....................................................................................................................................................................................

5.2.8. 3DS enrolled verification request

To inquire about state of 3DS enrolled verification, use the veri f yEnr ol | nent request.

Requiest parameters:

Name Type Mandatory =~ Description
userName AN..30 vyes User login (API)
password AN..30 vyes User password (API)
pan N12..19 yes Card number.

Response parameters:

Name Type Mandatory = Description

errorCode N3 no Code of the error.

errorMessage AN..512 no Description of the ErrorCode error.

isEnrolled A1 no 3ds enrolled atribute. Available values: Y, N, U.
emitterName AN..160 no Name of the issuer bank

emitterCountryCode AN..4 no Country code of the issuer bank

Possible codes for errors (the er r or Code field):

3HayeHne Onucaxue

0 No system error

1 PAN not specified

1 PAN must be a number from 13 to 19 digits
5 The user must change his password

5 Access denied

6 No info found for specified PAN.

7 System error.



GET request example:

https:// tws.egopay.ru/ ab/rest/verifyEnrol |l ment. do?
i user Nanme=api &asswor d=***&pan=4111111111111111

Response

example:

{"errorCode":"0","errorMessage":"","eni tterName": " TEST CARD",

"em tterCountryCode":"RU", "enrol | ed": " Y"}

5.2.9. Payment by binding request

paynment O der Bi ndi ng request is used for performing the payment by bindings (see "Address data for connections (bindings functionality)"

section).

Request parameters:

Name
userName
password
mdOrder

bindingld

language

ip

cve

email

Response

Name

Type Mandatory

AN..30 yes
AN..30 yes
ANS36 yes
AN..255 vyes
A2 no
NS15 yes
N..3 no
ANS..*  no
parameters:

Type Mandatory

Description

Shop login obtained during connection

Shop password obtained during connection

Order number in payment system. Is unique within payment system.

The identifier of a link created during order payment or used for payment. Presents only if a shop is allowed to create
links.

Language in ISO 639-1 code. If it is not specified then the language which is specified in shop settings will be used by
default (default language)

Customer IP address

CVC code.
This parameter is mandatory, if the merchant does not have a permission "Can pay without CVC".

Customer email address

Description



redirect ANS..* in case of SSL payment

info ANS..* yes
success N1 yes
error AN..*  in case of error

acsUrl  ANS..* in case of 3DS payment

paReq ANS..* incase of 3DS payment

termUrl  ANS..* in case of 3DS payment

URL to which the user is redirected after the payment

The result of the payment attempt. Possible values are represented below:

Your order is proceeded, redirecting...

Operation declined. Please check the data and available balance of the card. Redirecting...

Sorry, payment cannot be complete. Redirecting...

L]

L]

[ ]

® Payment declined. Please, contact with merchant. Redirecting...

® Payment declined. Please, contact with merchant. Redirecting...

® Payment declined. Please, contact with your bank. Redirecting...

® Payment declined. Please, contact with your bank. Redirecting...

® Can't connect with your bank. Please, contact with your bank. Redirecting...
® Processing timeout. Please, try again later. Redirecting...

Code of the error

Description of the ErrorCode error

URL for redirection from ACS

Payment Authentication Request

Payment Authentication Request

Possible codes for errors (the success field):

Value Description

0

1

Success

It is necessary to specify CVC2/CVV2, since the merchant does not have a permission to provide payments without CVC.

Incorrect CVC format

Invalid language

No binding found

No order found

User must change his password
Access denied

System error

POST request example:

mdOr der =65401edc- 3f al- 4112- 87f d- a569ca69f b6a&bi ndi ngl d=41954212- 70a7- 4eae-

8430- 90cla87beda?

Response example:

{"info":"Your order

"redirect":"finish.htm ?l ogi n=user name&passwor d=t est Pwd&or der | d=65401edc-

i s proceeded,

3fal-4112-87f d- a569ca69f b6a"

"success": 0}

redirecting...",



6. Test cards

B kauyectBe Cardholder name (Mmsi BnagenbLa KapTbl) ykasbiBaiTe OT 2 CMOB B aHrnumickon packnagke. / Use two or more words in Roman
letters as the name of the cardholder.

[Insa Bcex kapT, BoBne4YéHHbIX B 3-D Secure (veres=y, pares=y unu a) naposnb Ha ACS: 12345678. / For cards involeved into 3-D Secure (veres=y,
pares=y or a) ACS password is 12345678.

TecToBas cpefa He NpeaHa3Ha4YeHa A Harpy304HOro TECTMPOBAaHWS - B CrlyYae HeOOX0AUMOCTM NMPOBEAEHUSI TaKOTO TECTUPOBaHUS
TCIN pomkHo obpaTuTbest B BaHk.

TecTtoBble kapThbl / Test cards:

pan: 4111 1111 1111 1111
exp date: 2019/12

cwv2: 123

3dsecure: veres=y, pares=y

pan: 5100 0000 0000 0008
exp date: 2017/12

cwv2: 123

3dsecure: veres=y, pares=y

pan: 6011 0000 0000 0004
exp date: 2019/12

cw2: 123

3dsecure: veres=y, pares=y

pan: 6390 0200 0000 000003
exp date: 2019/12
cvv2: 123(Heobs3aTenbHbIV NapameTp)

3dsecure: veres=y, pares=a

pan: 5555 5555 5555 5599
exp date: 2019/12

cw2: 123

3dsecure: veres=n

pan: 4444 0000 0000 1111
exp date: 2019/12

cw2: 123

3dsecure: veres=n

pan: 2200 0000 0000 0004
exp date: 2019/12

cvc: 123

3dsecure: veres=n

pan: 2200 0000 0000 0012
exp date: 2019/12

cve: 123

3dsecure: veres=y pares=n

pan: 2200 0000 0000 0020
exp date: 2019/12

cvc: 123

3dsecure: veres=u




pan: 2200 0000 0000 0038
exp date: 2019/12

cve: 123

3dsecure: veres=y pares=u

pan: 2200 0000 0000 0046
exp date: 2019/12

cvc: 123

3dsecure: veres=y pares=a

pan: 2200 0000 0000 0053
exp date: 2019/12

cve: 123

3dsecure: veres=y pares=y

Kapta MUP

pan: 2200 0000 0000 0053
exp date: 2019/12

cw2: 123

3dsecure: VeRes=Y, PaRes=Y

Kapta MUP

pan: 2200 0000 0000 0046
exp date: 2019/12

cw2: 123

3dsecure: VeRes=Y, PaRes=A

Kapta MUP

pan: 2200 0000 0000 0012
exp date: 2019/12

cw2: 123

3dsecure: VeRes=Y, PaRes=N

Kapta MUP

pan: 2200 0000 0000 0038
exp date: 2019/12

cw2: 123

3dsecure: VeRes=Y, PaRes=U

Kapta MUP

pan: 2200 0000 0000 0020
exp date: 2019/12

cw2: 123

3dsecure: VeRes=U

Kapta MUP

pan: 2200 0000 0000 0004
exp date: 2019/12

cw2: 123

3dsecure: VeRes=N

KapTbl, BO3BpaLlatoLme owmnbkm /
Cards returning errors:

pan: 5555 5555 5555 5557
exp date: 2019/12

cw2: 123

3dsecure: veres=y, pares=u



pan: 4444 3333 2222 1111
exp date: 2019/12

cw2: 123

3dsecure: veres=y, pares=u

Declined. PaRes status is U (-2011)

pan: 4000 0000 0000 0002
exp date: 2019/12

cw2: 123

3dsecure: veres=u

pan: 5555 5555 4444 4442
exp date: 2019/12

cw2: 123

3dsecure: veres=u

Declined. VeRes status is U (-2016)

pan: 4444 4444 4444 4422
exp date: 2019/12
cwv2: 123

Invalid message format (913)

pan: 4444 4444 4444 4455
exp date: 2019/12
cwv2: 123

Card limitations exceeded (902)

pan: 4444 4444 4444 3333
exp date: 2019/12
cw2: 123

Limit exceeded (123)

pan: 4444 4444 4444 6666
exp date: 2019/12
cwv2: 123

BLOCKED_BY_LIMIT (-20010)

pan: 4444 4444 1111 1111
exp date: 2019/12
cwv2: 123

Network refused transaction (5)

pan: 4444 4444 9999 9999
exp date: 2019/12
cw2: 123

TDSEC_COMM_ERROR (151017)



pan: 5432 5432 5432 5430
exp date: 2018/08
cw2: 521

INSUFFICIENT_FUNDS (116)

7. Address data for connections

Employees of a merchant can access the console or make API requests using logins and passwords of a user associated with the merchant.

Description of the test service (WSDL) can be found at the address https://tws.egopay.ru/ab/webservices/merchant-ws?wsdl .

URLSs for access to REST methods:

Method name

Order registration

Preauthorized order registration

Request for order completion

Order payment request

Finish3ds request

Order reversal request

Refund request

Request for status of an order

Request for extended status of an order

3DS enrolled verification request

Payment by binding request

URL

https://tws.egopay.ru/ab/rest/register.do
https://tws.egopay.ru/ab/rest/registerPreAuth.do
https://tws.egopay.ru/ab/rest/deposit.do
https://tws.egopay.ru/ab/rest/paymentorder.do
https://tws.egopay.ru/ab/rest/finish3dsPayment.do
https://tws.egopay.ru/ab/rest/reverse.do
https://tws.egopay.ru/ab/rest/refund.do
https://tws.egopay.ru/ab/rest/getOrderStatus.do
https://tws.egopay.ru/ab/rest/getOrderStatusExtended.do
https://tws.egopay.ru/ab/rest/verifyEnroliment.do

https://tws.egopay.ru/ab/rest/paymentOrderBinding.do

8. Appendix 1. Response codes - actionCode description (processing
answer)

Kog otBeTa — 310 undpoBoe 0603Ha4YeHne pesynbTaTa, K KOTOPOMY NpvBeno obpalleHne K cMCTeMe CO CTOPOHbI Nonb3oBaTtens. B cucreme
onpeferneHbl creayLye Koabl:

Action code — digital code of a result received after a client addressed to the system. The following codes exist in the system:

Action
code

-20010

-9000

-3003

error_id

-20010

-9000

-3003

error_message

BLOCKED_BY_LIMIT

Started

HeunssectHo

Onwcanue / Description PekomeHaoBaHHble cooblenns ana Knuenta /
Recommended messages for a Client

TpaH3akumMsi OTKNOHEHA MO NPUYUHE TOro, YTO pa3Mep Owwnbka nposeaeHuns nnatexa. Monpobyite nosgHee. Ecnn
nnartexa npeBbICUI YCTAHOBNEHHbIE NUMUTbI AaHHasa olmbka BO3HMKNa NOBTOPHO, obpaTtuTeck B Baw 6aHk
BaHkom-amuTEHTOM / Ans pasbAcHeHna npuynH. TenedoH 6aHka aomkeH BbiTb

Transaction is rejected since the amount exceeds limits ~ ykasaH Ha o6paTHoW CTOpPOHe KapTbl. /

specified by the Issuing bank
Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

CocTosiHne Havana TpaH3akuum / State of transaction Mpwv Bo3HMKHOBeHUM faHHoro actionCode cooblyeHve KnueHTy
start He oTobGpaxaeTcs.
HewnssecTHo / Unkown Owwnbka npoBeaeHns nnatexa. Monpobynte nosgHee. /

Payment error. Please try again later.


https://web.rbsuat.com/ab/webservices/merchant-ws?wsdl
https://web.rbsuat.com/ab/rest/register.do
https://web.rbsuat.com/ab/rest/registerPreAuth.do
https://web.rbsuat.com/ab/rest/deposit.do
https://web.rbsuat.com/ab/rest/paymentorder.do
https://web.rbsuat.com/ab/rest/finish3dsPayment.do
https://web.rbsuat.com/ab/rest/reverse.do
https://web.rbsuat.com/ab/rest/refund.do
https://web.rbsuat.com/ab/rest/getOrderStatus.do
https://web.rbsuat.com/ab/rest/getOrderStatusExtended.do
https://web.rbsuat.com/ab/rest/verifyEnrollment.do
https://web.rbsuat.com/ab/rest/paymentOrderBinding.do

-2102

-2101

-2020

-2019

-2018

-2017

-2016

-2015

-2013

-2012

-2011

-2010

-2008

-2102

-2101

-2020

-2019

-2018

-2017

-2016

-2015

-2013

-2012

-2011

-2010

-2008

BriokvpoBka no umexn

naccaxupa

Brnokuposka no e-mail

MonyyeH HeBepHbIn ECI

Decline by iReq in PARes

Declined. DS connection timeout

OtknoHeHo. CtaTyc PARes-a He
iy

Declined. VeRes status is
unknown

Decline by iReq in VERes

VcyepnaHbl NonbITKM onnatbl

Operation not supported

Declined. PaRes status is
unknown

Hecosnagexue XID

HeBepHbIii KoLienék

Briokuposka no nmenn naccaxwuipa / Regect by a
passanger name

Brokuposka no e-mail / Reject by email

Mony4yeH HeBepHbI ECI. Koa BbicTaBnsietcs B Tom
cnyyae, ecnv npuwepwuii B PaRes ECI He
COOTBETCTBYET AOMYCTVMOMY 3HAYEHNIO ATl AaHHON
MIMC. Mpaeuno pa6oTaeT Tonbko Anst Mastercard
(01,02) n Visa (05,06), roe 3HayeHusi B ckobkax -
ponyctumble anst MMC. /

Invalid ECI. This code means that ECI received in PaRes
is not valid for the IPS. The rule applies only to
Mastercard (available values - 01,02) and Visa (available
values - 05,06).

PARes ot amuteHTa cogepxuT iReq, Bcneacrane Yero
nnartex Obln OTKINOHeH /

PARes from the issuing bank contains iReq, which
caused the payment rejection

Directory server Visa unu MasterCard nu6o HegocTyneH,
nmbo B OTBET Ha 3anpoc BoBrie4yeHHoCTH kapThl (VeReq)
npuvwna owmbka ces3n. ITo ownbka B3anMoaencTans
nnaTexHoro Lto3a v cepsepos MIMC no npuynHe
TEXHUYECKUX HEMONaZOoK Ha CTOPOHE MOCIEAHUX. /
There is no access to Directory server Visa or MaterCard
or a connection error occured after card involvement
request (VeReq). This is an error of interacion between
payment gate and IPS servers due to technical problems
on the side of IPS servers.

OtknoHeHo. CtaTyc PARes-a He "Y"/ Rejected. PARes
status is not "Y"

BaHK-9MUTEHT He CMOT OnpeaenuThb, SBISeTCs N kapTa
3dsecure. / Issuing bank could not determine if the card
is 3dsecure.

VERes ot DS cogepxuT iReq, BcrieAcTBME Yero nnatex
6bin oTknoHeH. / VERes from DS contains iReq, which
caused the payment rejection.

VicuepnaHbl nonbITk onnatel. / All payment attempts
were used.

[anHas onepauusa He noaaepxwusaetcs. / This operation
is not supported.

BaHK-aMUTEHT He CMOr NPOBECTU aBTopU3aLmIo
3dsecure-kapThl / Issuing bank was not able to perform
3dsecure card authorization.

HecosnapgeHue XID. / Mismatching of XID.

HeBepHbiii kowenék. / Wrong purse.

Owwnbka nposefeHuns nnatexa. ObpaTuTech k NpeacTaBuTenNto
MarasuHa Ans pasbsCHEHWUS NPUYUH. /

Payment error. Please contact representative of the merchant
for more details.

Owwnbka nposeaeHus nnatexa. ObpaTuTech k NpeacTaBUTeNto
MaraauHa Ans pa3bsiCHEHUS MPUYKH. /

Payment error. Please contact representative of the merchant
for more details.

Owwubka npoBefeHus nnatexa. Monpobyiite nosaHee. /
Payment error. Please try again later.

Owwnbka npoeefeHns nnatexa. Monpobyiite nosaHee. Ecnn
[aHHas owwmnbka BO3HUKNA NOBTOPHO, o6paTuTech B Bal 6aHk
AN pa3bscHeHNs NpuynH. TenedoH 6aHka AomkeH bbiTb
yKka3aH Ha o6paTHOI CTOpOHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka npoBefeHns nnartexa. Monpobyiite nosgHee. /
Payment error. Please try again later.

Owwnbka npoBeaeHuns nnatexa. ObpaTuTech k NpeacTaBUTENto
mMarasuHa Ans pasbsCHEHWS NPUYUH. /

Payment error. Please contact representative of the merchant
for more details.

Owwbka nposefeHust nnaTexa. Monpobyiite nosaHee. Ecnu
[aHHas owwmnbka BO3HUKNa NOBTOPHO, obpaTuTech B Baw GaHk
Ansa pa3bscHeHVs NpuynH. TenedoH 6aHka AomkeH BbiTb
yKasaH Ha obpaTHoOl CTOpOoHe KapThl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwbka nposefeHust nnaTexa. Monpobyiite nosaHee. Ecnu
[aHHas olwmnbka BO3HUKNa NOBTOPHO, obpaTuTech B Baw GaHk
NS pa3bsCHEHVs NpuunH. TenedoH 6aHka AOMKEH GbiTb
yka3aH Ha obpaTHOI CTopoHe KapThbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwmbka npoBefeHus nnatexa. Monpobyiite nosaHee. /
Payment error. Please try again later.

Owwnbka npoBeaeHns nnatexa. Monpobyite nosaHee. /
Payment error. Please try again later.

Owwbka nposefeHust nnaTexa. Monpobyiite nosaHee. Ecnu
[aHHas owwmnbka BO3HUKNa NOBTOPHO, obpaTuTech B Baw GaHk
Ansa pa3bscHeHVs NpuynH. TenedoH 6aHka AomkeH ObiTb
yka3aH Ha obpaTHoI CTopoHe kapThbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwbka nposefeHust nnaTexa. Monpobyiite nosaHee. Ecnu
[aHHas olwmnbka BO3HUKNa NOBTOPHO, obpaTuTech B Baw GaHk
NS pa3bsCHEeHWs NpuunH. TenedoH 6aHka AOMKEH GbITb
yka3aH Ha obpaTHOI CTopoHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

[anHbiii actionCode Gonblue He ncnonb3yeTcs.



-2007

-2006

-2005

-2003
-2002

-2001

-2000

-102

-100

2007

2006

2005

-2003

2002

2001

2000

-102

-100

Decline. Payment time limit

Decline. 3DSec decline

Decline. 3DSec sign error

BrokupoBka no nopty

Decline. Payment over limit

Decline. IP blacklisted

Decline. PAN blacklisted

MnaTtexx OTMEHeH nnaTeXHbIM
areHTom

no_payments_yet

sv_unavailable

Approved.

Declined. Honor with id

VcTek cpok, 0TBEAEHHbI Ha BBOA AaHHbIX KapThbl C
MOMEHTa perucTpaumm nnartexa (TainmayT no
yMonyaHmio - 20 MUHYT; NPOAOIKUTENBHOCTb CECCU
MOXeT BbITb ykasaHa Npu perucTpauumm 3akasa; ecnv y
MepyaHTa ycTaHoBneHa npueunerus "HectaHgapTHast
NPOAOMKUTENBHOCTL ceccumn”, To 6epéTtcsi nepuog,
yKa3HaHHbI B HACTpokax mepyaHTa). /

The period allotted for card details entering has expired
(by default timeout is 20 minutes; session duration may
be specified while order registering; if the merchant has
"Alternative session timeout" permission, then timeout
duration is specified in merchant settings).

O3HavaeT, YTO SMUTEHT OTKIIOHW ayTeHTUdMKaL MO
(3DS aBTopu3auus He npoingeHa) / Means that issuing
bank rejected authentication (3DS authorization has not
been performed).

O3HavaeT, 4TO Mbl HE CMOITIN NMPOBEPUTL MOAMWCH
AMUTEHTA, TO ecTb PARes 6bin YnTaembli, HO NnognucaH
HeBepHo. / Means that IPS could not check issuing bank
sign, i.e. PARes was readable, but the sign was wrong.

Bnokuposka no nopty. / Blocking by port.

TpaH3aKuMsa OTKIMOHEHa Mo NpUYK1HE TOro, YTo pasmep
nnaTexa npesbICUN YCTAHOBMEHHbIE TMMUTBI.
Mpumeyanune: umeetcs B BUAY NGO NUMUTBI
BaHka-3kBaiiepa Ha fiHeBHoW 06opoT MarasvHa, nubo
numuTel MarasuHa Ha 060poT no oHoN kapTe, 6o
numuT MarasuHa no ofHoi onepauuu.

/

Transaction was rejected because payment amount
exceeded established limits. Note: it could be limit of day
withdrawal established by Bank-acquirer, or limit of
transaction by one card established by a merchant, or
limit for one transaction established by a merchant.

TpaH3akuusa OTKIMOHeHa No npu4nHe Toro, Yto IP-agpec
KnueHTa BHeceH B YepHbIi cnvcok. / Transaction is
rejected since Client's IP-address is in the black list.

TpaH3akuyst OTKIOHEHa Mo NPUYMHE TOro, YTO KapTa
BHeCeHa B YepHbIn crincok. / Transaction is rejected
since card number in in the black list.

MnaTtexx oTMeHeH nnaTexHbIM areHToM. / The payment
was cancelled by the payment agent.

He 6b1no nonbiTok onnatsl. / There were not payment
attempts.

WcTekno BpemMst OXuaaHusi oTBeTa OT NPOLIECCUHIOBOM
cuctembl. / The timer of waiting of processing response
has expired.

Mnatex ycnewHo npowern. / Payment has been
performed successfully.

[Insi ycneLuHoro 3aBepLUeHns TpaHaakuum TpebyeTcs
noaTBepXAeHne NmyHocTu. B cnyyae
VNHTEePHeT-TpaH3aKLMK (COOT-HO U B HaLLeM)
HEeBO3MOXHO, NO3TOMY cunTaetcs Kak declined. / Proof of
identity is necessary for successful completion of the
transaction. In case of internet transaction (our case) it is
impossible, so transaction is considered as declined.

Owwnbka nposefeHns nnartexa. Monpobyiite nosgHee. /
Payment error. Please try again later.

Owwbka nposefeHust nnaTexa. Monpobyiite nosaHee. Ecnu
[aHHas owwmnbka BO3HUKNA NOBTOPHO, obpaTuTech B Baw 6aHk
NS pa3bsCHEeHWs NpuunH. TenedoH 6aHka AOMKEH BbITb
yka3aH Ha obpaTHoI CTopoHe kapThbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwubka npoBefeHus nnatexa. Monpobyiite nosaHee. Ecnn
[aHHas olumbka BO3HMKNa NOBTOPHO, obpaTtuTeck B Baw 6aHk
Anst pa3bAcHeHWs npuunH. TenedoH 6aHka aorxkeH BbiTb
yka3aH Ha obpaTHOI CTopoHe kapThbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

[anHbiin actionCode Gonblue He ncnonb3yeTcs.

Owwnbka nposeaeHuns nnatexa. ObpaTuTech k NpeacTaBUTeNto
mMarasviHa Ans pasbsiCHEHUS NPUYKH. /

Payment error. Please contact representative of the merchant
for more details.

Owwnbka nposefeHuns nnatexa. ObpaTuTech k NpeacTaBUTeNto
MarasuHa Ans pasbsCHEHUS NPUYUH. /

Payment error. Please contact representative of the merchant
for more details.

Owwnbka npoBeaeHns nnatexa. ObpaTuTech k NpeacTaBUTENto
mMarasviHa Ans pasbsiCHEHUS NPUYKH. /

Payment error. Please contact representative of the merchant
for more details.

Owwnbka npoBeaeHns nnatexa. Monpobyite nosgHee. Ecnn
AaHHas olwmnbka BO3HWKNA NOBTOPHO, obpaTtuteck B Baww 6aHk
Ans pasbAcHeHna npuynH. TenedoH 6aHka aomkeH BbiTb
yka3aH Ha obpaTHoI CTopoHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Mpw Bo3HUKHOBeHUM faHHoro actionCode cooblyeHve KnueHTy
He oToBpaxaeTcs.

Owwnbka npoBeaeHns nnatexa. MonpobynTte nosgHee. /
Payment error. Please try again later.

Onepauwus ycnewHa. / Successful transaction.

Owwbka nposefeHust nnaTexa. Monpobyiite nosaHee. Ecnu
[[aHHas olwunbka BO3HWKa NOBTOPHO, obpaTtuTteck B Baww 6aHk
Ans pa3bscHeHWs NpuunH. TenedoH 6aHka AomkeH BbiTb
yKasaH Ha obpaTHoOl CTOpOHe KapThl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.



15

53

100

101

103

104

106

107

109

110

53

100

101

103

104

106

107

109

110

Decline. Unable to process

DECLINED_BY_BADINSTIT

DECLINED_BY_INVALID_ACCT

Decline. Card declined

Decline. Expired card

Decline. Call issuer

Decline. Card declined

MpeBbilLeHO JoNyCTUMOE YNUCIO
nonbiTok BBoAa MNH. BeposTHo
KapTa BpeMeHHO
3abrnokvpoBaHa.

Decline. Call issuer

Decline. Invalidnj merchant

Decline. Invalid amount

OTkas ceTu npoBoanTb TpaH3akuui. / Refuse of network
to process transaction.

MIMC He cmorna onpeaenuts amuTeHTa kapThl. / IPS
cannot identify the issuing bank.

KapTbl He cyliecTByeT B cuctemax npoueccunra. / The
card does not exist in processing systems.

OrpaHunyenune no kapte (baHk aMUTEHT 3anpeTun
VHTEPHEeT TpaH3akuuu no kapte). / Card limits (Issuing
bank forbade internet transactions by the card).

WcTek cpok genctaus kaptol. / Card is expired.

HeT cBsi3u ¢ BaHkomM-OMuUTeHTOM. TOproBoii Touke
Heobxoanmo ceszaTbes ¢ 6aHkoM-amuTeHToM. / There is
no connection with the Issuing bank. Sales oulet need to
contact Issuing bank.

MonbiTka BLINOMHEHNS onepaLun No cHeTy, Ha
MCNOoNb30BaHNUE KOTOPOro HasnoXeHbl orpaHUYeHns. /
This is an attempt to perform a transaction by an account
that has restrictions for use.

[NpeBbIlLEeHO AOMYCTUMOE YMCno nonbiTok BBoAa MUH.
BeposTHO kapTa BpeMeHHo 3abnokuposaHa. / The
maximum number of attempts to enter PIN is exceeded.
It is possible that the card is blocked temporary.

CrniepyeT 06paTutbest k BaHky-OmuteHTy. / Please,
contact Issuing bank.

HeBepHo ykasaH naeHTudbukaTop MepyaHTa/TepmvHana
unu ACC 3a6rnokupoBaH Ha YpoOBHE NMpOLECccuHra.

/

Merchant/terminal identifier is incorrect or ACC is
blocked on the processing level.

MpeanpuHsaTa NONbITKa BbIMOMHUTL TPAH3aAKLMIO Ha
CYMMY, NMpeBbILLAIOLLYI0 TIMMUT, 3aAaHHbIA
BHaHkom-amuTeHTOM. / Attempt to perform a transaction of
amount exceeding Issuing bank limit.

Owwnbka npoeefeHns nnatexa. Monpobyiite nosaHee. Ecnn
AaHHas owmnbka BO3HMKNa NOBTOPHO, obpaTtuTteck B Baw 6aHk
Ans pa3bsAcHeHUs npuunH. TenedoH 6aHka aorxeH BbiTb
yKasaH Ha obpaTHoli CTOpOHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka npoeefeHns nnatexa. Monpobyiite nosaHee. Ecnn
AaHHas owmnbka BO3HMKNA NOBTOPHO, obpaTtuTteck B Baww 6aHk
AN pa3bsicHeHNs NpuynH. TenedoH 6aHka AomkeH GbiTb
yKasaH Ha obpaTHoit cTopoHe kapThl. / Payment error. Try again
later. If this error occures repeatedly, please contact your bank
for more details. You can find bank telephone number on the
back side of your bank card.

Onepauus oTknoHeHa. Obpatuteck B MarasuH. / Payment
declined. Please, contact with merchant.

Owwnbka npoBeaeHns nnartexa. Monpobynte nosaHee. Ecnn
AaHHas olmbka BO3HMKNA NOBTOPHO, obpaTtuTeck B Baw 6aHk
Ans pasbAcHeHna npuynH. TenedoH 6aHka aomkeH BbiTb
yka3aH Ha obpaTHoI CTopoHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

MpoBepbTe NpaBMNbLHOCTL BBOAA KAPTOUHBIX AaHHbIX. Ecnin
AaHHas olmbka BO3HMKNA NOBTOPHO, obpaTtuTeck B Baww 6aHk
Ans pasbAcHeHna npuynH. TenedoH 6aHka aorxeH BbiTb
yka3aH Ha obpaTHoI CTopoHe KapThbl. /

Check your card balance and verify entered card details. If this
error occures repeatedly, please contact your bank for more
details. You can find bank telephone number on the back side
of your bank card.

Owwnbka npoBeaeHns nnartexa. Monpobyite nos3gHee. Ecnn
AaHHas olmbka BO3HMKNA NOBTOPHO, obpaTtuTeck B Baw 6aHk
Ans pasbAcHeHna npuynH. TenedoH 6aHka aomkeH BbiTb
yka3aH Ha obpaTHoI CTopoHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka npoBeaeHuns nnartexa. Monpobyite nosgHee. Ecnin
AaHHas olwunbka BO3HWKNA NOBTOPHO, obpaTtuTteck B Baww 6aHk
ANs pa3bsacHeHWs NpuunH. TenedoH 6aHka AomkeH BbiTb
yka3aH Ha obpaTHoI CTopoHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka nposeaeHus nnatexa. Monpobynte nosgHee. Ecnin
AaHHasi olwmnbka BO3HWKNA NOBTOPHO, obpaTtuTteck B Baww 6aHk
Ans pa3bscHeHWs NpuunH. TenedoH 6aHka AormkeH BbiTb
yka3aH Ha obpaTHoI CTopoHe KapThbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwbka npoBefeHus nnaTexa. Monpobyiite nosaHee. Ecnu
[aHHas olwunbka BO3HWKNAa NOBTOPHO, obpaTtuTteck B Baww 6aHk
ANsa pa3bscHeHWs NpuynH. TenedoH 6aHka AomkeH BbiTb
yKasaH Ha obpaTHoOl CTOpOHe KapThl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwmbka npoBefeHus nnatexa. Monpobyiite nosaHee. Ecnn
[[aHHas olwmnbka BO3HWKMa NOBTOPHO, 06paTUTeCh kK
npeacTaBUTENIO MarasnHa Ans BbIACHEHNUS AanbHENLWnX
npenctaui. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.

Owwmbka npoBefeHus nnatexa. Monpobyiite nosaHee. Ecnn
[aHHas olumbKa BO3HMKNA NOBTOPHO, 06paTUTECh K
npeAcTaBUTENIO MarasunHa Ans BbIICHEHUS AanbHENLNX
nevcteui. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.
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Decline. No card record

Decline. Not enough money

INCORRECT PIN

CepByc He paspeleH

Decline.

SECURITY_VIOLATION un3 SV

Decline. Not allowed

Decline. Excds wdrwl limt

Decline. Excds wdrwl Itmt

Decline. Card declined

HesepHebiit Homep KapTbl. / Card number is incorrect.is

CymMMa TpaH3aKLmy npeBsbIllaeT JOCTYMHbIA OCTaToK
CpeacTB Ha BbibpaHHOM cuyeTe. / Transaction amount
exceeds the available balance of the selected account.

HeBepHo ykasaH NuH kof, (He AnS UHTepHeT
TpaH3akuui). / Incorrect PIN (not for internet
transactions).

CepBuC He pa3peLléH (oTka3 oT amuTeHTa). / Service is
not allowed (rejection came from the issuer).

TpaH3akuusa HesakoHHa. / lllegal transaction.

OTkas B nposeneHnn onepaunn - TpaH3akumsa He
pa3spelueHa amuTeHToM. Kof oTBeTa nnaTexHoi ceTu -

57. Mpu4nHbl 0TKa3a HEOBXOAMMO YTOYHSATL Y AMUTEHTA.

/
Refusal to perform the operation - the transaction is not

allowed by Issuing bank. Response code of the IPS - 57.

Reasons for rejection should be specified an the issuing
bank.

MpeanpuHATa NonbITka BLINOMHUTL TPAH3aKLMIO Ha
CyMMY, NPEeBbILLAOLLYI0 AHEBHON NUMUT, 3aAaHHbIV
6aHkom-amuteHTOoM. / This is an attempt to perform
transaction of amount exceeding the day limit
established by the issuing bank.

MpeBbILLeH MUMUT Ha YUCO TPAH3AKUMIA: KITMEHT
BbINOMHUM MaKCUMarbHO paspeLLeHHOe Y1Cno
TPaH3aKLUWii B TEYEHWE NIMMUTHOTO LMKNa 1 NblTaeTcs
nposecTu ewle oaHy. / The client has performed the
maximum number of transactions during the limit cycle
and tries to perform another one.

HeBepHbiii Homep kapTbl. [MofobHas ownbka MoxeT
O3HayaTb psf Belleii: [MonbiTka Bo3BpaTa Ha cymmy,
6onblue xonaa, noneiTka BO3BpaTa Hynesoi

cymmbl. [ins AmEX - HeBEPHO yKasaH CpoK AencTBns
KapTbl.

/

Card number is incorrect. This error may have several
meanings: Attempt to perform a refund of amount
exceeding the hold amount; Attempt to refund zero
amount; for AmEXx - expiry date is specified incorrectly.

MpoBepbTe NpaBUIIbLHOCTL BBOAA KAPTOYHbIX AaHHbIX. Ecnn
AaHHas olwmnbka BO3HMKNA NOBTOPHO, obpaTtuteck B Baw 6aHk
ANst pa3bsAcHeHNs NpuunH. TenedoH 6aHka AorkeH BbiTb
yKasaH Ha obpaTHoli CTOpoHe kapThl. /

Check your card balance and verify entered card details. If this
error occures repeatedly, please contact your bank for more
details. You can find bank telephone number on the back side
of your bank card.

Owwnbka nposeaeHns nnartexa. Monpobyite nosgHee. Ecnn
[aHHas olumbka BO3HMKNa NOBTOPHO, obpaTtuTeck B Baw 6aHk
Ansi pa3bsAcHeHUs npuunH. TenedoH 6aHka aorxeH BbiTb
yKasaH Ha obpaTHoli CTOpOoHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka npoeefeHns nnatexa. Monpobyiite nosaHee. Ecnn
[aHHas owwmnbka BO3HUKNA NOBTOPHO, o6paTuTech B Bal 6aHk
[N pa3bsCHeHNs NpuynH. TenedoH 6aHka AomkeH bbiTb
yKka3aH Ha obpaTHOI CTOpOHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka npoeefeHns nnatexa. Monpobyiite nosaHee. Ecnn
AaHHas owmnbka BO3HMKNA NOBTOPHO, obpaTtuTteck B Baw 6aHk
ANs pa3bsAcHEHUs NpuunH. TenedoH 6aHka AorxeH BbiTb
yKasaH Ha obpaTHol CTOpoHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka npoBefeHns nnatexa. Monpobyiite nosaHee. Ecnn
AaHHas owmnbka BO3HMKNA NOBTOPHO, obpaTtuTteck B Baw 6aHk
0Nl pa3bsiCHeHNs NpuuunH. TenedoH 6aHka JomkeH BbiTb
yKasaH Ha obpaTHoli CTOpOHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka npoBeaeHns nnartexa. Monpobyite nosgHee. Ecnn
AaHHas owmnbka BO3HWKNA NOBTOPHO, obpaTtuTteck B Baww 6aHk
[ONsi pa3bsiCHEHNs NpuuunH. TenedoH 6aHka JoMmkeH BbiTb
yKasaH Ha obpaTHoli CTOpoHe KapThl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka nposeaeHus nnatexa. Monpobynte nosgHee. Ecnin
AaHHasi olwmnbka BO3HWKNA NOBTOPHO, obpaTtuTteck B Baww 6aHk
Ans pa3bscHeHWs NpuunH. TenedoH 6aHka AormkeH BbiTb
yka3aH Ha obpaTHoI CTopoHe KapThbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwbka npoBefeHus nnaTexa. Monpobyiite nosaHee. Ecnu
[aHHas olwunbka BO3HWKNAa NOBTOPHO, obpaTtuTteck B Baww 6aHk
ANsa pa3bscHeHWs NpuynH. TenedoH 6aHka AomkeH BbiTb
yKasaH Ha obpaTHoOl CTOpOHe KapThl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

MpoBepbTe NpaBUMbHOCTL BBOAA KAPTOUHBIX AaHHbIX. Ecnin
[aHHas owwmnbka BO3HUKNA NOBTOPHO, obpaTuTeck B Baw GaHk
Ans pa3bscHeHVs NpuunH. TenedoH 6aHka AormkeH BbiTb
yKasaH Ha obpaTHol CTOpOHe KapThl. /

Check your card balance and verify entered card details. If this
error occures repeatedly, please contact your bank for more
details. You can find bank telephone number on the back side
of your bank card.



208 208 Decline. Card is lost

209 209 Decline. Card limitations
exceeded

400 400 PeBepcan obpaboTaH.

902 902 Decline. Invalid trans

903 903 Decline. Re-enter trans.

904 904 Decline. Format error

907 907 Decline. Host not avail.

909 909 Decline. Call issuer

910 910 Decline. Host not avail.

913 913 Decline. Invalid trans

Kapta yTepsiHa. / Card is lost.

MpeBbiLLeHbl orpaHuyeHus no kapte. / Card limitations
exceeded.

Pesepcan obpa6otaH. / Reversal is processed.

OrpaHquHme no kapTte (Bnaneneu KapTbl NblTaeTca
BbINOSHUTb TPAH3aKLUMI0, KOTOPasa A4S Hero He
pa3spelueHa). / Card limitations (Cardholder tries to
perform a transaction that is forbidden for him).

MpeanpuHATa NonbITka BINOMHUTL TPAH3aKLMIO Ha
CyMMY, NPEBbILLAIOLLYIO TUMUT, 3aaHHbI
6aHkom-amuteHTOM. / Attempt to perform a transaction of
amount exceeding Issuing bank limit.

OwmnBoYHBIN hopmaT COOBLLEHNS C TOUKM 3peHusi BaHka
amuTteHTa. / The message format is incorrect in terms of
the issuing bank.

HeT cBsi3n ¢ Bankowm, BeinycTuBlwmnM Bawwuy kapty. Ans
[JaHHOTO HOMepa kapTbl He pa3pelleHa aBTopu3auus B
pexvme stand-in (3TOT pexuM 03HavaeT, YTo IMUTEHT
HE MOXET CBA3aTbCs C NNATEXHON CEeTbto U nosTomy
TpaH3akuusi BO3MoXHa nunbo B odhcpnaiHe ¢
nocnepgytoLLei Bbirpyakoi B 63k oduc, nubo oHa 6yaet
OTKIIOHEHA).

/

There is no connection with the Issuing bank.
Authorization in stand-in mode is not allowed for this
card number (this mode means that the Issuing bank is
unable to connect to the IPS, and therefore the
transaction can be either offline with further unloading to
back office, or it can be declined).

HeBo3moxHo nposecTn onepaumio (Owmnbka
DYHKLMOHMPOBAHMSA CUCTEMbI, MMetoLLast o6LLMiA
xapakTtep. UKCUpYeTcs NNaTEXHON CeThbio UNn
6aHkom-amuTeHTOM). / Operation is impossible (General
error of the system functioning. May be detected by IPS
or the Issuing bank).

BaHk-aMuTeHT HepocTyneH. / Issuing bank is not
available.

HeBepHbiii hopmaT coobLyeHnsi (HenpaBurbHbii
opmaT TpaH3aKLmMK C TOYKK 3peHns cetn). / The
message format is incorrect in terms of IPS.

Owwnbka npoeefeHns nnatexa. Monpobyiite nosaHee. Ecnn
AaHHas owmnbka BO3HMKNa NOBTOPHO, obpaTtuTteck B Baw 6aHk
Ans pa3bsAcHeHUs npuunH. TenedoH 6aHka aorxeH BbiTb
yKasaH Ha obpaTHoli CTOpOHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka npoeefeHns nnatexa. Monpobyiite nosaHee. Ecnn
AaHHas owmnbka BO3HMKNA NOBTOPHO, obpaTtuTteck B Baww 6aHk
ANs pa3bsacHEHUs NpuunH. TenedoH 6aHka AorxeH BbiTb
yKasaH Ha obpaTHoli CTOpoHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

MpounsseaeHa oTmeHa nnatexa. / Payment has been reversed.

Owwnbka nposeaeHuns nnatexa. Monpobyite nosgHee. Ecnn
AaHHasi olwmnbka BO3HWKNA NOBTOPHO, obpaTtuTteck B Baww 6aHk
Ans pasbAcHeHna npuynH. TenedoH 6aHka aomxkeH BbiTb
yKasaH Ha obpaTHoW CTOpOHe KapThl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka nposeaeHus nnatexa. Monpobynte nosgHee. Ecrin
AaHHas olwmnbka BO3HWKNA NOBTOPHO, obpaTtuTteck B Baww 6aHk
Ans pa3bscHeHWs NpuunH. TenedoH 6aHka AomkeH BbiTb
yka3aH Ha obpaTHoI CTopoHe KapThbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwmbka npoBefeHns nnatexa. Monpobyiite nosaHee. Ecnn
[aHHas olwunbka BO3HWKNa NOBTOPHO, obpaTtuteck B Baww 6aHk
Ans pa3bscHeHWst NpuinH. TenedoH 6aHka AomkeH BbiTb
yka3aH Ha obpaTHoI CTopoHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwbka nposefeHust nnaTexa. Monpobyiite nosaHee. Ecnu
[[aHHas olwunbka BO3HWKa NOBTOPHO, obpaTtuTteck B Baww 6aHk
Ans pa3bscHeHWs NpuynH. TenedoH 6aHka AomkeH ObiTb
yKasaH Ha obpaTHoOl CTOpOHe KapThl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka npoBeaeHns nnatexa. Monpobyite nosgHee. Ecnn
AaHHas owmnbka BO3HWKNA NOBTOPHO, obpaTtuTteck B Baww 6aHk
[ONsi pa3bsiCHEHNs NpuuunH. TenedoH 6aHka JoMmKeH BbiTb
yKasaH Ha obpaTHoli CTOpoHe KapThl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka nposeaeHns nnatexa. Monpobyite nosgHee. Ecnn
AaHHas owmnbka BO3HWKNA NOBTOPHO, obpaTtuTteck B Baww 6aHk
Ans pasbAcHeHna npuynH. TenedoH 6aHka aomkeH BbiTb
yka3aH Ha obpaTHoI CTopoHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.

Owwnbka nposeaeHuns nnartexa. Monpobynte nosgHee. Ecnn
AaHHas olmbka BO3HMKNA NOBTOPHO, obpaTtuTeck B Baw 6aHk
Ans pasbAcHeHna npuynH. TenedoH 6aHka aomkeH BbiTb
yka3aH Ha obpaTHoI CTopoHe KapTbl. /

Payment error. Try again later. If this error occures repeatedly,
please contact your bank for more details. You can find bank
telephone number on the back side of your bank card.
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Decline. Orig trans not found

Declined by fraud

Decline. Data input timeout

Cragus aBTopmsauum 1

Cragus aBTOpM3auum 2

Decline. Fraud

HeBepHasi onepauus

Decline. SSL restricted

SSL without CVC forbidden

3DS rule failed

OpHodasHble nnaTexm
3anpeLueHsb!

3aka3 yxxe onnayeH

TpaHsakuus elé He 3aBepLueHa

Cymma Bo3BpaTa npeBbiaeT
CyMMy onnartbl

Owwubka BbINONHEHNS
3DS-npaBuna

He HaligeHa TpaH3akuus (korga nocbinaercs
3aBepLueHne unu reversal unu refund). / Transaction is
not found (when sending a completion, reversal or refund
request).

OTCyTCTBYET Hayarno aBTopusaLmm TpaH3akLmm.
OTkIoHeHo no cpoay unum ownbka 3dsec. / The
beginning of the transaction authorization is missed.
Declined by fraud.

MycTo (BbicTaBnsieTcs B MOMEHT perncrpaumm
TpaH3aKuuu, T.€. KOraa eLue no TpaH3akuum He 6bino
BBeJeHO AaHHbIX kapT). / Empty (is specified at the
moment of transaction authorization, when card details
are not entered yet).

Cragus aBTopusauun 1. / Authorization phase 1.

Cragus aBTopusauuu 2. / Authorization phase 2.

dpopaosas TpaH3aKUMs (MO MHEHWIO NPOLIECCUHra Unn
nnatexHon cetn). / Fraud (in terms of IPS).

HeepHas onepaumsi. / Incorrect operation.

SSL (He 3d-Secure/SecureCode) TpaH3akumm
3anpetueHbl MaraauHy. / SSL (not
3D-Secure/SecureCode) transactions are forbidden for
the Merchant.

Onnata yepe3 SSL 6e3 BBoga CVC2 3anpelueHa. /
Payment through SSL without CVC2 is forbidden.

MnaTex He COOTBECTBYET YCIOBUSIM NpaBuia npoBepKu
no 3ds. / Payment does not meet terms of the rule of 3ds
validation.

OpHodasHble Nnatexw 3anpetleHsl. / One-phase
payments are forbidden.

3akas yxe onnadeH. / The order is payed.

TpaH3sakuus elwé He 3aBeplueHa. / The transaction is not
completed.

Cymma Bo3BpaTta npeBbillaeT cymmy onnatel. / Refund
amount exceeds deposited amount.

Owwbka BbinonHeHusi 3DS-npaswna / Error of 3DS rule
execution.

Mpwv Bo3HMKHOBeHUM faHHoro actionCode coobuyeHne KnueHTy
He oToGpaxaeTcs.

Owwubka npoBefeHus nnatexa. Monpobyiite nosaHee. Ecnn
[aHHas olumbKa BO3HMKNA NOBTOPHO, 06paTUTECH K
npeAcTaBUTENIO MarasunHa Ans BbIICHEHUS AanbHENLLINX
nencTeun. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.

Mpwv Bo3HMKHOBeHUM faHHoro actionCode coobuyeHne KnueHTy
He oToGpaxaeTcs.

Mpu Bo3HMKHOBEHWUM AaHHoro actionCode coobleHne KnueHTty
He oTobBpaxaeTcs.

Mpwv Bo3HMKHOBeHUM gaHHoro actionCode cooblyeHne KnueHTy
He oToGpaxaeTcs.

Owwnbka npoeefeHns nnatexa. Monpobyiite nosaHee. Ecnn
[aHHas olwmnbka BO3HMKNA NOBTOPHO, obpaTutech k
npeAcTaBUTENIo MarasnHa [ns BbICHEHWS AanbHeRLImnxX
nevcTeun. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.

Owwnbka npoBeaeHuns nnatexa. Monpobyite nosgHee. Ecnn
[aHHas olumbKa BO3HMKNA NOBTOPHO, 06paTUTECh K
npeacTaBUTENO MarasunHa Ans BbIICHEHUS AanbHENLLINX
nencreui. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.

Owwnbka nposeaeHus nnartexa. Monpobynte nos3gHee. Ecrin
[AaHHas olwmnbka BO3HWKNA NOBTOPHO, 06paTuTech k
npeacrtasuTento MarasmHa Ans BbliCHEHUA naaneﬁLumx
nevcteui. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.

Owwbka nposefeHust nnaTexa. Monpobyiite nosaHee. Ecnu
[aHHas olmnbka BO3HMKNA NOBTOPHO, obpaTuTech K
NpeACTaBUTENIO Mara3nHa Ans BbIICHEHWUS AanbHERLINX
nevicteun. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.

Owwubka npoBefeHus nnatexa. Monpobyiite nosaHee. Ecnn
[aHHas olumbKa BO3HMKNA NOBTOPHO, 06paTUTECh K
npeAcTaBUTENIO MarasunHa Ans BbIICHEHUS AanbHENLNX
nevcTeun. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.

Owmnbka npoeefeHns nnaTtexa. Monpobyiite nosaHee. Ecnn
[aHHas olwmnbka BO3HMKNA NOBTOPHO, obpaTutech k
npeacTaBUTENIo MarasnHa [ns BbICHEHWS AanbHerLmnx
nevcTeui. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.

Bakas yxe onnadyeH. / The order has already been paid.

Mpw Bo3HUKHOBeHUM faHHoro actionCode coobuyeHve KnvueHTy
He oTobBpaxaeTcs.

Cymma Bo3BpaTa npeBbillaeT cymmy onnartbl. / The refund
amount exceeds the amount deposited.

Owwbka nposefeHust nnaTexa. Monpobyiite nosaHee. Ecnu
[aHHas olmnbka BO3HMKNA NOBTOPHO, obpaTuTtech K
NpeACTaBUTENIO MarasnHa Ans BbIICHEHWUS AanbHENLLINX
nevicteun. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.
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Terminal select rule error

TDS_FORBIDDEN

IPS internal error

Decline. Input error

Decline. 3DSec comm error

Decline. Processing timeout

Decline. Processing timeout

Decline. General Error

Owwubka BbINONHEHNS NpaBuna Beibopa TepMuHana
(npaBwuno HekoppekTHo). / Terminal select rule error (rule
is incorrect).

MepyaHT He umeeT paspeluenns Ha 3-D Secure,
Heobxoanmoe aAnga npoeefeHna nnatexa. / 3-D Secure
payment is necessary, but the merchant does not have
permission for 3-D Secure payment.

BHyTpeHHwit koa oTkasa PBEC. / IPS internal error.

BBeneHbl HenpaBunbHble NnapameTpsbl kapTbl. / Entered
card details are incorrect.

3-D Secure - owwnbka cssn. / 3-D Secure -
communication error.

TanmayT B npoueccuHre. He yganock otnpasuts. /
Processing timeout. Sending is failed.

TarimayT B npoueccuHre. Yaanocb oTnpaBuTb, HO He
nony4yeH oTBeT oT baHka. / Processing timeout. Sending
is success, response from the bank was not received.

Kop oTkasa PBC. / IPS general error.

Owwnbka nposefeHuns nnatexa. ObpaTuTech k NpeacTaBuTenNto
MarasvHa Ans BbISCHEHUS AanbHEeNWnX oeUcTBui. /

Payment error. Please contact representative of the merchant
for more details.

Owwnbka nposeaeHuns nnatexa. ObpaTuTech k NpeacTaBUTENto
mMarasviHa Ans BbISICHEHWSA AanbHENLWNX 4eNCTBUNA. /

Payment error. Please contact representative of the merchant
for more details.

Owwnbka npoBefeHns nnatexa. Monpobyite nosgHee. /
Payment error. Please try again later.

MpoBepbTe NPaBUNbHOCTL BBOAA KAPTOUHbIX AaHHbIX. Ecnin
aHHas olumbka BO3HMKNA NOBTOPHO, obpaTtuTeck B Baw 6aHk
ANst pa3bAcHeHNs NpuunH. TenedoH 6aHka aormkeH BbiTb
yKasaH Ha obpaTHol CTOpoHe KapThl. /

Check your card balance and verify entered card details. If this
error occures repeatedly, please contact your bank for more
details. You can find bank telephone number on the back side
of your bank card.

Owwnbka npoBeaeHuns nnatexa. Monpobyite nosgHee. Ecnn
AaHHas olwmnbka BO3HWKNa NOBTOPHO, 06paTuTech k
npeacTaBUTENIO MarasunHa ANs BbIICHEHUS AanbHENLINX
nevcTeui. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.

Owwnbka npoBefeHus nnatexa. Monpobyiite nosaHee. Ecnn
[[aHHas olwmnbka BO3HWKMa NOBTOPHO, 06paTuTech k
npeacTaBUTENIO MarasunHa Ans BbIACHEHUS AanbHENLWnX
npenctaui. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.

Owwmbka npoBefeHus nnatexa. Monpobyiite nosaHee. Ecnn
[aHHas olumbKa BO3HMKNA NOBTOPHO, 06paTUTECh K
npeAcTaBUTENIO MarasunHa Ans BbIICHEHUS AanbHENLWNX
nevicteun. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.

Owwnbka nposefeHuns nnartexa. Monpobyite nos3gHee. Ecnn
[aHHas olumbKa BO3HMKNA NOBTOPHO, 06paTUTECH K
npeAcTaBUTENIO MarasunHa Ans BbISICHEHUS AanbHENLINX
nevucTeun. /

Payment error. Try again later. If this error occures repeatedly,
please contact representative of the merchant for more details.
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